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Abstract
This review examines the evolution of cybercrime and cyber law in response to the rapid 
development of information and communication technologies. The increasing use of the internet, 
digital payment systems, social media, cloud computing and interconnected devices has created 
new opportunities for criminal activity while presenting complex challenges to legal systems. The 
study aims to analyze the concept, characteristics and changing forms of cybercrime; examine the 
development of national and international cyber-law frameworks; and identify key legal, procedural 
and institutional challenges.

The paper adopts a literature-based legal review approach, examining academic literature, 
legislation, judicial decisions, international legal instruments and other relevant legal materials, 
with particular attention to the Indian legal system and comparative international perspectives. 
It discusses cyber offenses such as unauthorized access, online fraud, identity theft, cyberstalking, 
malware, ransomware and attacks on critical infrastructure. It also considers emerging technological 
challenges involving artificial intelligence, cryptocurrencies, deepfakes, cloud computing and the 
Internet of Things.

The review identifies several recurring challenges, including jurisdictional uncertainty, cross-
border investigations, difficulties in collecting and authenticating digital evidence, inconsistent 
legal frameworks, limited technical expertise, underreporting and gaps between legislation and 
effective enforcement. It further examines the tension between expanded investigative powers and 
the protection of privacy, freedom of expression, due process and other fundamental rights. The 
analysis highlights the importance of international cooperation, effective evidentiary procedures, 
institutional capacity and rights-based safeguards in responding to cybercrime.

The review concludes that the effectiveness of cyber law depends not merely on legislative 
development but also on practical implementation, technological preparedness and cooperation 
among jurisdictions. It identifies a need for greater empirical and comparative research, particularly 
concerning enforcement outcomes and India’s evolving legal framework. It recommends continuous 
legal review, interdisciplinary research, capacity building and technology-neutral legislation 
supported by clear definitions and procedural safeguards.

Keywords: Cybercrime; Cyber Law; Cybersecurity; Digital Evidence; Data Privacy; Information 
Technology; Digital Forensics; Internet Governance

Introduction
The rapid development of information and communication technologies has radically changed 

modern society. The rise of the internet, smart phones, cloud computing, digital payment systems, 
social media among other networked technologies has created new possibilities for communication, 
commerce, education, governance and social interaction. But at the same time, this growing 
dependence on digital technologies has created new opportunities for criminal activity. Therefore, 
cybercrime has become a major legal and technological challenge, since offenses can be carried out 
quickly, anonymously and across geographical boundaries [1-3].

Cybercrimes are distinct from traditional crimes in that they often transcend multiple 
jurisdictions, are committed with complex technology, and result in electronic evidence that can be 
difficult to locate and preserve. These features have posed problems for the conventional methods 
of investigation, prosecution, trial and punishment of criminals. Thus, cyber law is the evolution of 
legal systems to deal with criminal activities in or through digital environments, as well as protecting 
fundamental rights such as privacy, freedom of expression and access to information [4-7].
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The paper reviews the development of cybercrime and cyber 
law and focuses on the legal issues presented by technological 
development. It also examines emerging forms of cybercrime and 
the need for legal systems to adapt to technologies such as artificial 
intelligence, cryptocurrencies, cloud computing and deepfake 
technologies [1, 8, 9].

Background of cybercrime
Cybercrime is generally defined as unlawful acts in which a 

computer, computer networks, digital systems or the internet are 
used as a tool, target or environment for the commission of an 
offense. The definition covers a broad spectrum of activities including 
unauthorized hacking of computer systems, identity theft, online 
fraud, phishing, cyberstalking, malware attacks, ransomware, data 
theft and attacks on critical infrastructure [1, 3, 10].

Cybercrime has evolved a lot with technology. Computer related 
offenses in earlier forms were generally associated with unauthorized 
access or manipulation of computer systems. As internet connectivity 
and digital services continue to grow, cybercriminal activities are 
evolving and becoming more diverse and sophisticated. Criminal 
actors now have the means to exploit personal data, financial 
institutions, social-media platforms, digital payment infrastructure 
and connected devices [1, 2, 8].

Cybercrime has one key trait: it is borderless. An offender may 
be operating from one country, using infrastructure in another 
country, targeting victims in several jurisdictions and transferring 
illegally obtained funds through international monetary systems. 
This presents major challenges for law enforcement agencies and 
raises issues of jurisdiction, international cooperation, extradition 
and access to electronic evidence [4-6, 9].

Growth of the digital environment
The internet connectivity has increased, the use of smart phone, 

social media, e-commerce, digital banking, cloud computing 
and other internet-based services have increased and the digital 
environment has grown rapidly. People, companies, governments 
and banks are increasingly reliant on digital systems in their day-to-
day lives [2, 8, 11].

This digital transformation has produced important social and 
economic benefits. But greater use of interconnected systems also 
increases the possibility of cyber incidents. A key legal issue is the 
protection of personal information, financial records, intellectual 
property, government information and other sensitive data that may 
be stored or transmitted electronically [7, 12, 13].

The growth of the digital environment has also changed the 
meaning of victimization. Cybercriminals have the potential to 
target large numbers of individuals simultaneously, while automated 
technologies can be used to carry out fraudulent activities at scale. 
Therefore, cybercrime has become a major concern not only to 
technology, but also to criminal law, evidence law, privacy law, 
consumer protection, and national security [1-3, 8].

Emergence and development of cybercrime
The development of cybercrime has closely followed the evolution 

of digital technologies with the growth of internet access and the 
linking of computer networks, there were more opportunities for 
unauthorized access, the theft of information, online fraud and other 
offenses enabled by technology [1-3].

The evolution of cybercrime can be understood in broad strokes, 

in several stages. In the early stages, computer crimes generally 
consisted of illegal access, alteration or destruction of computer data 
and systems. The later expansion of the World Wide Web allowed 
for crimes like online fraud, identity theft, phishing and distribution 
of malicious software. New forms of harassment, impersonation, 
cyberstalking and privacy breaches arose as a result of social media 
[1, 3, 10].

More modern approaches like ransomware, cryptocurrency, 
artificial intelligence, automated attacks and other technology are 
also responsible for the rise in sophistication of cybercrime. These 
more recent developments illustrate the fact that cybercrime is not a 
static category of criminal behavior. It is not static but is constantly 
evolving in line with technological advances and this forces legal 
systems to constantly review their existing definitions, investigative 
powers, rules of evidence and enforcement procedures [1, 8, 9].

Need for cyber law
The development of cybercrime has created a need for legal 

structures that are specifically able to respond to offenses that are 
committed via digital technologies. Many technologies related 
offenses still fall under traditional criminal laws but some features of 
cyberspace present additional legal problems [3, 5, 10].

Cyber law is a legal discipline that governs activities involving 
computers, networks, electronic communication, digital transactions, 
data and other elements of the digital environment. It may deal 
with issues like unauthorized access, data protection, electronic 
transactions, digital evidence, intermediary liability, cybercrimes and 
cyber security [5, 12, 14].

The cyber-law framework should fulfil two mutually 
complementary functions. First, it must have the means to prevent, 
investigate and prosecute cybercrime. Secondly, it must stipulate that 
measures to combat cybercrime do not jeopardize fundamental rights 
and legitimate uses of digital technology in a disproportionate way. 
Hence, the development of cyber law should take into account the 
balance between cybersecurity, criminal justice, privacy, freedom of 
expression and other individual rights [5, 7, 15-17].

Rationale for the review
The continuous evolution of digital technologies has led to a 

rapidly evolving cybercrime landscape. The current legal systems that 
were created to deal with older types of technology-related offenses 
may have trouble coping with the new forms of cybercrime [1, 3, 11].

Hence, there is a need to consider how cyber law has evolved 
in response to technological change and whether existing legal 
mechanisms are adequate to meet contemporary cyber risks. A 
review of existing literature can help to identify key developments in 
cybercrime, to examine the development of relevant legal structures, 
and to identify recurring challenges relating to investigation, 
jurisdiction, evidence, privacy and international cooperation [1, 4, 5, 
9].

This review is particularly pertinent as the new technologies such 
as artificial intelligence, cryptocurrency, cloud computing, Internet 
of things and deepfakes technologies are raising new legal concerns. 
Grasping these trends can help to pinpoint areas where additional 
legal research and regulatory development may be required [1, 8, 9].

Objectives of the review
The main aim of this review is to analyze the evolution of 
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cybercrime and cyber law and to identify the major legal issues with 
the changing digital environment [1, 3].

The particular objectives are:

1. To study the features, concept and development of cybercrime 
[1, 3, 10].

2. To analyze the development of cyber law in response to 
technological developments [5, 12, 14].

3. To study major types of modern-day cybercrime [1, 2, 9].

4. To analyze the legal mechanisms for prevention and prosecution 
of cybercrime [5, 12, 14].

5. To explore issues of jurisdiction, investigation, digital evidence, 
privacy and international cooperation [4-6, 9, 18].

6. To investigate the legal issues posed by new technologies [1, 
8, 9].

7. To identify gaps in the existing literature and/or existing legal 
structures.

8. To discuss the possible future directions of development of 
cyber law.

Scope and limitations of the study
This study encompasses the scholarly literature, legislation, 

judicial decisions, and other relevant legal materials concerning 
cybercrime and cyber law. May be special attention to Indian legal 
system. Trends abroad are analyzed to provide a broader comparative 
perspective [5, 9, 14].

The assessment deals with major cybercrime issues such as 
unauthorized access, online fraud, identity theft, cyberstalking, 
malware, ransomware, data related offenses and other technology 
enabled offenses. It also addresses issues around artificial intelligence, 
cryptocurrencies, deepfakes, cloud computing and interconnected 
digital systems [1, 2, 8, 9].

However, the study does have some limitations. Cybercrime is 
an evolving field and laws may change as new technologies and types 
of criminal activity develop. Furthermore, direct comparisons are 
sometimes hampered by divergences of national legal systems. The 
review also relies on the existence and scope of academic and legal 
literature. The results should therefore be seen as a summary of the 
existing literature, and not as a complete examination of all aspects of 
cybercrime and cyber law.

Conceptual Understanding of Cybercrime
With the rapid development of computers, communication 

networks and internet-based technologies, cybercrime has become 
an important field of legal research. The greater integration of digital 
systems into personal, commercial, governmental and financial 
activities has created new opportunities for criminal conduct. At 
the same time, technology has altered the way in which traditional 
offenses can be committed, investigated and prosecuted [1-3].

Unlike many conventional crimes, cybercrimes do not necessarily 
require the offender to be in the same place where the consequences 
of his actions occur. An offender can work remotely, hide his identity 
using technology, exploit systems in different jurisdictions and 
transfer or manipulate digital information in a short period of time. 
These characteristics pose special challenges to criminal law, especially 

in respect to jurisdiction, investigation, evidence, attribution and 
international cooperation [4-6, 9].

Hence, the concept of cybercrime is broader than just a criminal 
activity on the internet. This includes offenses where the target, 
instrument or environment of criminal activity are computers, 
computer networks, information systems or digital technologies. It is 
important to understand these conceptual dimensions to examine the 
development and effectiveness of cyber-law frameworks [1, 10, 12].

Definition and meaning of cybercrime
There is no single generally accepted definition of cybercrime. The 

term has been widely used throughout the academic, legal, and policy 
literature to refer to criminal conduct involving computers, computer 
networks, information systems, or digital technologies [1, 9, 12].

Cybercrime is sometimes defined narrowly as offenses which 
involve the target being a computer system or network itself. 
Examples include unauthorized access, interference with computer 
systems, manipulation of data, and distribution of malicious software. 
More generally the term also includes traditional criminal activities 
that are enabled or enhanced by digital technologies, including online 
fraud, identity theft, cyberstalking and harassment, and some forms 
of intellectual-property infringement [ 1, 3, 10].

Therefore, the three major relationships between technology and 
criminal behavior can be applied to describe cybercrime. Firstly, an 
offense can be directed at a network or a computer. Secondly, digital 
technology could be used as a means to commit an offense. Third, 
the environment in which illegal conduct occurs may be cyberspace 
[1, 12].

This difference is important from a legal standpoint, because 
different types of cybercrime could be subject to different statutory 
provisions. A number of these offenses are covered by dedicated 
cyber laws, while for others the application of general criminal law 
provisions may be required to address activities carried out by digital 
means [5, 12, 14].

Technology is dynamic, making cybercrime dynamic too. New 
technologies may create new opportunities for criminal activity 
and existing offenses may take on new forms through technological 
innovation. Hence, cybercrime should be viewed as a dynamic 
category rather than a static list of offenses [1, 8, 9].

Characteristics of cybercrime
Cybercrime is characterized by a number of features that set it 

apart from many traditional types of criminal behavior [1, 3, 10].

No boundaries: The most remarkable aspect of cybercrime is that 
it crosses geographical and national boundaries. “An offender could 
be physically present in one jurisdiction, but use servers or digital 
infrastructure in another, and target a victim in a third jurisdiction. 
This raises complex issues of territorial jurisdiction and international 
legal cooperation [4-6, 9].

Pseudonymity and anonymity: Digital technologies can enable 
offenders to hide or mask their identity. Attribution is difficult due 
to the use of false identities, anonymous accounts, compromised 
devices, and other technological techniques. Digital anonymity, 
however, is not absolute, and investigative techniques may be used 
by law-enforcement authorities to identify offenders in appropriate 
cases [1, 9, 12].

Speed and scale high: Cybercrime can be done at speed, 
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and at scale. Offenders can use automated systems and digital 
communication networks to distribute malicious software, fraudulent 
communications, or stolen information to thousands or even millions 
of potential victims [2, 3, 8].

Reliance on digital evidence; Cybercrime investigations 
usually rely on electronic records, such as system logs, emails, 
communications, transaction records, metadata, digital files, and 
network information. This type of evidence can be volatile and can 
be tampered with, deleted or encrypted. Thus, proper collection and 
storage is of the utmost importance [9, 18, 19].

Technology complexity: The cybercriminal operations may 
employ sophisticated technology and technological processes. 
As technological systems become more sophisticated, effective 
investigation may require specialist knowledge in fields like digital 
forensics, network analysis, cybersecurity and data recovery [12, 18, 
19].

Fast evolution: Cybercrime evolves with technological progress. 
New platforms, devices, payment systems, communication 
technologies and artificial intelligence tools can open new avenues 
for criminal activity. Therefore, legislation may have difficulty dealing 
with types of cybercrime not envisaged at the time the law was passed 
[1, 8, 9].

Attribution problems: Identifying the person who committed a 
cyber offense can be difficult. Compromised computers, intermediary 
systems, false accounts, or other techniques may be used by attackers 
to conceal the connection between the offender and the criminal 
activity. Attribution, therefore, is as much a technological as a legal 
challenge [9, 12, 18].

Classification of cybercrime
Cybercrime can be classified according to the victim, the target 

of the crime, the method used, or the function of the computer. It is 
often useful to classify cybercrime as that which is directed against 
individuals, organizations, governments, and critical infrastructure 
[1, 9, 12].

This classification is especially relevant from the legal–policy 
perspective, since the possible harm, the applicable legal framework, 
the investigation requirements and the consequences may vary 
depending on the target of the offense [1, 5, 9].

Cybercrime against individuals: Cybercrime against persons is 
constituted by offenses where the main victims are private persons. 
These offenses may impact on a person’s private information, financial 
interests, reputation, privacy or psychological wellbeing [2, 3].

Some examples include:

• Identity theft

• Phishing

• Scams Online Financial

• Cyberstalking (2)

• Cyberbullying

• Cyber bullying

• Acting as

• Accessing personal accounts without permission

• Distribution of intimate material without consent

The increasing use of social media, digital payments, online 
banking and e-commerce has led to more opportunities for such 
offenses. Individual victims may also struggle to report offenses 
and to identify offenders, recover financial losses and gain access to 
effective remedies [1, 2, 8].

Cybercrime against organizations: Cybercrime can target 
organizations such as enterprises, educational institutions, hospitals, 
financial institutions, and non-governmental organizations because 
of the valuable information and digital infrastructure they own [2, 
8, 9].

Examples are:

• Data Hacks

• Ransomware attacks

• Unauthorized access

• Intellectual property pilferag

• Business E-mail Compromise

• Malicious software threats

• industrial espionage

• Denial of service attacks

Cybercrime can result in financial loss, operational disruption, 
reputational damage and the exposure of confidential information 
for corporations. In some instances, companies could face legal and 
regulatory consequences if weak security of sensitive information 
results in a data breach [7, 12, 13].

Cybercrime against governments: Digital platforms are being 
increasingly used by government institutions for administration, 
communication, taxing, enforcing law, defending and delivering 
public services. Such dependence creates possibilities for 
governmental systems to be targeted by cyber-attacks [9, 12].

Cybercrimes against government organizations include illegal 
access, theft of sensitive data, disruption of public services, website 
attacks, cyber espionage and similar malicious activities [1, 9].

Such acts may have ramifications beyond individual victims 
because meddling with government systems can affect public 
administration, national security, and public confidence in digital 
governance [9, 12].

Cybercrime against critical infrastructure: Critical 
infrastructure is systems and services whose disruption could have 
serious consequences for society, the economy, public safety or 
national security. Depending on the jurisdiction this may include 
energy systems, telecommunications, transportation, healthcare, 
financial services, water systems and other essential services [9, 12].

Cyber-attacks against critical infrastructure can potentially have 
consequences that go beyond financial loss. For example, disruption 
of critical digital systems might affect the delivery of healthcare, 
transportation, energy supply or financial services [9, 12].

The protection of critical infrastructure, therefore, requires the 
coordination of cybersecurity, criminal law, regulatory regimes, and 
national-security institutions. The potential consequences of attacks 
on such systems also further underscore the need for prevention and 
rapid incident response [9, 12, 13].
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Traditional crime vs. cybercrime
Cybercrime has its own particularities but is not entirely apart 

from traditional criminal behavior. Many cyber offenses are simply 
conventional criminal conduct adapted to the digital environment [1, 
3].

Therefore, the difference between traditional crime and 
cybercrime is not absolute. Digital technologies may be used in the 
commission of conventional offenses such as fraud, theft, harassment 
or extortion without fundamentally changing their underlying 
criminal character. What changes is the way, the scale, the speed, 
the evidence and the jurisdictional setting in which the offense takes 
place [1, 3, 10].

Hence, an effective legal response requires both technology-
specific legislation and appropriate application of general criminal-
law principles. One way to think about the development of cyber 
law is as an attempt to adapt existing legal concepts to the unique 
nature of digital environments while addressing offenses that arise 
specifically from technological systems [5, 12, 14] (Table 1).

Evolution of Cyber Law
The growth of information and communication technologies has 

been accompanied by the growth of cyber law. The development of 
computers, telecommunications networks and the internet integrated 
them more and more into social and economic activity. This posed 
challenges to existing legal systems in order to adequately deal with 
new forms of conduct through traditional legal concepts alone. Over 
time, issues of electronic transactions, unauthorized access, data 
protection, online fraud, electronic evidence, intermediary liability 
and jurisdiction have become important areas of legal regulation [3, 
5, 6, 12].

Thus, cyber law has developed as a mix of legislation, judicial 
decisions, administrative rules, regulatory measures and international 
cooperation. The Information Technology Act, 2000, forms the main 
statutory basis for the country’s cyber-law framework in India. It 
was enacted to not only to cover computer related offenses but also 
to give legal recognition to electronic records and transactions. The 
framework has been developed over time through amendments, 
subordinate legislation, judicial interpretation, regulation of 
cybersecurity and legislation on data protection [12, 14, 20].

Emergence of cyber law
The advent of cyber law can be viewed as a reaction to the 

growing utilization of computers and electronic communication 
in commercial, governmental and social activities. Traditional laws 
primarily dealt with physical documents, territorial jurisdiction, 
physical property, and face-to-face transactions. The arrival of 
e-commerce and e-communication put some of these assumptions 
to the test [5, 12, 14].

The first legal problem was the recognition of electronic records 
and electronic transactions. With the move away from paper-based 
systems by businesses, legal systems have had to confront the issue 
of whether electronic records can carry the same legal weight as 
traditional documents. At the same time, unauthorized access, 
manipulation of data, computer viruses, online fraud and other 
technology-related activities created the need for criminal and 
regulatory provisions specifically adapted to digital environments [5, 
12, 14].

Consequently, cyber law developed beyond the narrow regulation 
of computer offenses. It came to include electronic contracts and 
records, virtual signatures, privacy, cybersecurity, intermediary 
liability, electronic evidence, online content and government powers 
relating to digital systems [5, 12, 14, 21].

International developments also impacted the evolution of 
national cyber laws. The growing cross-border nature of cybercrime 
showed that purely domestic legal measures could be inadequate 
where offenders, victims, digital infrastructure and evidence are 
located in different jurisdictions. Therefore, international cooperation 
became an important component of development of contemporary 
cyber-law [4-6, 9].

Development of cyber law in India
The development of cyber law in India was in tandem with the 

development of electronic commerce and electronic governance in 
the late 1990s. As electronic methods of communication and storage 
of information are increasingly adopted by business and government 
agencies, the need for legal acceptance and recognition of electronic 
records and transactions becomes necessary [12, 14].

This led to the enactment of the Information Technology Act, 
2000 which came into force on 17 October 2000. The Act recognized 
electronic records and electronic transactions and provided a 
statutory framework for dealing with various computer related 
offenses and regulatory issues [14].

The Indian cyber law framework was then developed through 

Aspect Traditional Crime Cybercrime

Location Generally associated with a physical location May occur across multiple digital and geographical locations

Physical presence Often involves physical interaction Frequently can be committed remotely

Evidence May include physical objects, documents, or eyewitness 
testimony Frequently involves electronic and digital evidence

Jurisdiction Usually more closely connected to territorial boundaries May involve multiple jurisdictions

Scale Often limited by physical constraints Can potentially target large numbers of victims rapidly

Identity of offender Physical identification may be possible Digital anonymity and pseudonymity may complicate attribution

Investigation Conventional investigative techniques are often central May require digital forensics and specialized technical expertise

Speed of offence Often constrained by physical circumstances Can occur rapidly and may be automated

Nature of harm Frequently physical, financial, or personal May involve financial, informational, reputational, privacy, or systemic 
harm

Evidence preservation Physical evidence may be relatively stable Digital evidence may be volatile and susceptible to alteration or deletion

Table 1:

[1, 3, 10, 12, 18]
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amendments to the IT Act, rules and regulations made under it, 
judicial interpretation and other legislation dealing with related areas 
like data protection and criminal procedure [14, 20, 22, 23].

The evolution can be generally seen in the following stages:

(Recognition of electronic transactions and records) (IT Act, 
2000) [14].

The Information Technology (Amendment) Act, 2008, expanded 
the provisions of cyber-offence [14].

Judicial interpretation of cyber-law provisions and digital rights, 
in particular when considering freedom of speech and privacy [16, 
17].

Regulation of intermediaries and digital platforms to be 
formulated through secondary legislation [14].

Expansion of cybersecurity regulation and institutional 
mechanisms such as CERT-In [14].

Establishment of a specialized framework for safeguarding 
personal data through the Digital Personal Data Protection Act, 2023, 
including the formulation of Rules and implementation measures 
[20].

Hence, Indian cyber law has moved from a relatively limited 
regime of electronic commerce and computer crimes to a wider 
regulatory domain of cybersecurity, digital platforms, personal data, 
electronic evidence and online governance [14, 20, 22].

Information Technology Act, 2000
The main legislative base of the cyber-law regime in India is the 

Information Technology Act, 2000. Its purpose was, among other 
things, to give legal recognition to transactions conducted by means 
of Electronic Data Interchange (EDI) and other means of electronic 
communication, to provide for the electronic filing of documents 
with the government, to amend existing laws to authorize the use 
of electronic records and electronic signatures, to establish the legal 
effect of electronic records and electronic signatures, and for other 
purposes [14].

The Act covers both civil and criminal aspects of activity with 
computer systems and electronic information. It contains, among 
other things, provisions relating to unauthorized access and 
damage to computer systems, computer-related offenses, identity 
theft, cheating by personation, violation of privacy, cyberterrorism, 
electronic publication of prohibited material, intermediary liability, 
electronic evidence and investigation of offenses [14].

Several provisions are of special relevance to cybercrime. For 
example, Section 66C and 66D deal with identity theft and cheating 
by personation with the aid of computer resources, while Section 
66F relates to cyberterrorism. 67, 67A and 67B relate to certain 
types of prohibited material published or transmitted electronically. 
Section 70 addresses protected systems, and Section 70B designates 
the Indian Computer Emergency Response Team (CERT-In) as the 
national agency for incident response [14].

The Act also emphasizes the necessity of electronic evidence. 
Section 79A Notification of Examiners of Electronic Evidence Section 
79A relates to the notification of Examiners of Electronic Evidence 
and hence makes apparent the need for specific mechanisms in the 
examination and interpretation of digital material [14, 22].

The IT Act should therefore not be viewed as merely a criminal 

statute. It provides a wider legal framework for electronic transactions, 
digital authentication, cyber security, intermediary regulation, 
electronic evidence and cyber offenses [12, 14].

Major amendments and legislative developments
The major legal change after the original IT Act was the 

Information Technology (Amendment) Act, 2008. The amendment 
was enacted in 2008 and took effect in 2009. The legislation was 
broadened to cover technical amendments and other forms of cyber-
related behavior [14].

The 2008 amendment added or enhanced some important 
areas such as rules related to identity theft, cheating by personation, 
invasion of privacy, cyberterrorism, intermediary liability, protected 
systems and cybersecurity. It also reinforced the institutional role of 
CERT-In [14].

Another important change came by way of judicial review. In 
Shreya Singhal v. Union of India (2015) the Supreme Court dealt 
with Section 66A of the IT Act in the light of freedom of speech 
and expression. The Court struck down Section 66A terming it 
unconstitutional. The verdict is significant as it signals the need for 
cyber regulation to operate within constitutional bounds, and for 
legislation regulating online expression to meet basic rights tests [17].

The legal and regulatory framework has since broadened beyond 
the IT Act. The Digital Personal Data Protection Act, 2023 has been 
enacted to regulate the processing of digital personal data having 
regard to the interests of the individual in the protection of personal 
data and the need for lawful processing of personal data [20].

The data-protection framework has moved into an 
implementation phase as of 2026. The Central Government had 
notified commencement of various provisions of the DPDP Act in 
November 2025 and provisions were to come into force in phases. 
The Digital Personal Data Protection Rules, 2025 was also notified in 
November 2025 [20].

Development of cyber law through judicial decisions
The judiciary has played a major role in defining the contours 

of cyber law in India and its constitutional limits. Courts have had 
to apply existing legal principles to rapidly changing technological 
circumstances that involve competing interests such as cybersecurity, 
privacy, freedom of expression and law-enforcement requirements 
[16, 17, 24, 25].

An important decision is Shreya Singhal v. Union of India (2015). 
It was connected to Section 66A of the IT Act which made certain 
types of online communication a criminal offense. The provision 
was examined by the Supreme Court mainly in the light of Article 
19(1)(a) of the Constitution and Section 66A was struck down as 
unconstitutional. The judgment is an important example of the 
constitutional limits to regulation of online speech [17].

The broader development of cyber jurisprudence has also been 
influenced by judgments related to privacy, electronic evidence, 
intermediary liability, internet access and governmental powers over 
digital information. Therefore, judicial decisions are an important 
source for the study of the interaction between statutory cyber-law 
provisions and constitutional rights, as well as general principles of 
criminal and procedural law [14, 16, 22, 24, 25].

The development of cyber law in the judiciary shows that 
law-making cannot completely decide the legal consequences of 
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technological change. Courts are often called upon to interpret 
existing provisions in the light of new technologies and changing 
constitutional norms [16, 17, 24, 25].

Recent developments in Indian cyber regulation
The Indian cyber regulation has evolved from its initial focus in the 

IT Act to a more comprehensive framework that covers cybersecurity, 
intermediary regulation, digital platforms and protection of personal-
data [14, 20].

Introduction The Information Technology (Intermediary 
Guidelines and Digital Media Ethics Code) Rules, 2021 are a 
significant development in the regulation of intermediaries and 
digital platforms. The framework has since been amended and 
supplemented by further regulatory action [14].

Cybersecurity legislation has also come through the institutional 
role of CERT-In, which is the national agency for cyber-incident 
response in India under Section 70B of the IT Act. This institutional 
framework’s emergence demonstrates a move from simply 
criminalizing cyber activity toward also emphasizing prevention, 
incident reporting, response, and cybersecurity preparedness [12, 14].

Another major progress is the Digital Personal Data Protection 
Act, 2023. The Act establishes a legal framework for processing of 
digital personal data and recognizes the protection of personal data as 
an essential legal interest. Its implementation is being done through 
phased commencement and the DPDP Rules, 2025 [20].

Major Forms of Cybercrime
Cybercrime is a wide range of illegal activities that use computers, 

computer networks, digital devices or online platforms. The advent of 
digital technologies has not only resulted in new types of offenses but 
has also changed the nature of traditional crimes such as fraud, theft, 
extortion and harassment. Cybercriminals may exploit vulnerabilities 
in computer systems, manipulate digital information, mislead users 
or use online platforms to inflict financial, psychological, reputational 
or physical damage [1, 3, 10, 12].

Cybercrime does not have a uniform classification across 
jurisdictions. Different legal systems classify offenses based on the 
type of conduct, the technology used, the victim or the type of harm 
caused. In this review major types of cybercrime are discussed in 
terms of their methods and effects with special reference to their legal 
implications in India [5, 9, 12].

Hacking and unauthorized access
Hacking is a generic term for gaining access to a computer 

system, network, account or digital resource through technical 
means. In a legitimate cybersecurity context, the term “hacking” can 
have legitimate applications but unauthorized access to computer 
resources may be an offense when done without lawful authorization 
[1, 10, 12].

Unauthorized access includes obtaining someone else’s login 
credentials, exploiting software vulnerabilities, defeating security 
controls, or accessing restricted information. Consequences include 
theft or alteration of data, disruption of services, installation of 
malicious software and compromise of confidential information [1, 
9, 12].

Legally, the question of unauthorized access involves issues of 
the scope of consent, authorization, intent and damage. In India, the 

Information Technology Act, 2000 contains provisions regarding 
unauthorized access and damage to computer resources. Depending 
on whether there are other offenses involved, such as identity theft, 
fraud, data theft or interception, the legal treatment may also vary 
[10, 12, 14].

As cyber-attacks are getting more sophisticated, unauthorized 
access is one of the important concerns for individuals and 
organizations. Thus, strong cyber security, control of access, 
vulnerability management and effective investigation mechanisms 
are important components to prevent such offenses [12, 13, 18].

Phishing and online fraud
What is Phishing? Phishing is a type of cyber-enabled fraud, 

where a crook attempts to steal sensitive information by pretending 
to be a trusted person, company, site or service. Phishing is used 
to steal passwords, banking or payment information, or personal 
information [1, 8, 12].

Phishing mainly happens through fake emails, text messages, 
social media messages, fake websites and other forms of digital 
communication. More sophisticated approaches could be highly 
customized, persuasive messages for a specific target [8, 12, 26].

Online fraud is more than phishing and encompasses a range 
of schemes committed across digital channels. They may involve 
fake investment opportunities, counterfeit e-commerce sites, 
impersonation, employment scams, romance scams and payment 
related frauds [2, 3, 8].

The legal challenge is that the underlying conduct could involve 
many charges at once such as cheating, impersonation, identity theft, 
illegal access and financial fraud. Digital activities can be used for 
these activities, making it hard to track down the culprit and recover 
any money made illegally [9, 12, 14].

Identity theft
Identity theft is the process of acquiring and using another 

person’s personal information without their consent, for the purpose 
of committing fraud or other illegal acts. The data could be passwords, 
financial information, personal details or digital account credentials 
[1, 7, 12].

Identity theft can abet unauthorized financial transactions, 
fraudulent account formation, impersonation, and other cybercrimes. 
As digital ID systems and online services become more common, it is 
increasingly important to protect personal data [7, 12, 20].

India does have a specific provision against identity theft under 
Section 66C of the Information Technology Act, 2000. It provides 
that “whoever, by means of any communication device, or computer 
resource cheats any person shall be punished with imprisonment for 
a term which may extend to three years and shall also be liable to fine. 
Identity-related offenses may be subject to different rules, depending 
on the activity [14].

Identity theft is a problem for criminal law and for data 
protection. Thus, prevention is not only a matter of efficient criminal 
enforcement, but also of appropriate measures for the collection, 
storage, processing and dissemination of personal information [7, 14, 
20].

Cyberstalking and online harassment
Cyberstalking is the use of digital communication technology to 
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repeatedly monitor, contact, threaten, intimidate, or otherwise harass 
another person. It can happen on social media, on messaging apps, in 
email, on online forums and in other digital venues [1-3].

Cyberstalking can include repeated unwanted contact, 
monitoring Internet activity, using false identities to set up online 
accounts, disclosing personal information, threats and attempts to 
locate a victim. The offender can also combine online activity with 
offline harassment [2, 3].

Online harassment is a more general term that can include abusive 
communications, threats, sexual harassment, targeted campaigns, 
impersonation, and other types of negative digital communications 
[1, 2].

The legal response to cyberstalking and online harassment can be 
complicated, as the same conduct can trigger a number of legal issues 
such as criminal intimidation, stalking, invasion of privacy, obscenity, 
defamation or specific charges relating to electronic communication. 
The constitutional protection of legitimate freedom of expression 
must also be balanced against the protection of victims [7, 14, 17, 27].

Cyber bullying
Cyber bullying is the repeated or intentional intimidation, 

humiliation, threat or other harm to another person through the 
use of digital communication technologies. It is particularly relevant 
when children and young people but can also happen to adults [2, 3].

Cyberbullying can take the form of abusive messages, sharing 
embarrassing content, posting humiliating images, impersonation, 
social exclusion, or coordinated harassment online. Unlike traditional 
bullying, cyberbullying can go beyond physical locations and beyond 
the school or work environment [2, 3].

The enduring nature of online content can cause greater 
psychological and reputational harm to victims. Content can also be 
rapidly reproduced or redistributed, so that it’s hard to take down [3, 
7, 12]

Legally, cyberbullying is not always a distinct crime defined 
by statute. However, certain conduct might fall under existing 
prohibitions dealing with threats, harassment, stalking, privacy 
violations, defamation or other offenses, depending on the 
circumstances [3, 14, 27].

Therefore, a response must be effective by combining legal 
remedies with platform-level mechanisms, awareness campaigns, 
institutional regulations and adequate support for victims [2, 12, 13].

Malware and ransomware attacks
Malware is a term used to describe malicious software that is 

designed to perform an illegal or damaging action on a computer 
system or network. Malware, including viruses, worms, trojans, 
spyware and other types of malicious programming [12, 18].

Malware can be used to:

• Steal data

• Track user activity

• Gain unauthorized access

• Destroy or change data

• Break into computer systems

• Gain unauthorized remote access

Ransomware is a particularly important type of malware, where 
attackers usually restrict access to systems or data and demand 
payment to restore access or prevent disclosure of stolen data [8, 12, 
26].

Today’s ransomware actors may combine data encryption with 
data theft. In such circumstances, the victim may suffer operational 
disruption and the risk of publication or misuse of confidential 
information [8, 12, 26].

Ransomware presents significant legal and investigative 
challenges. Attacks may cross jurisdictions, payment methods may be 
anonymous, infrastructure may be compromised, and criminals may 
be highly sophisticated. Organizations might also face tough choices 
concerning incident reporting, recovery, negotiation and protection 
of affected individuals [4, 8, 9, 12].

Cyber extortion
Cyber extortion is the use of threats to a victim to cause harm 

to cyber systems or information, unless a demand is fulfilled. The 
demand could be for money, login details, private information or 
something else of value [1, 8, 12].

Ransomware is a type of cyber extortion in which the attacker 
demands a ransom payment to restore access to the systems. Other 
variants may include extortion to release stolen personal data, 
confidential business data, photographs or communications [8, 12, 
26].

Cyber extortion is particularly difficult because perpetrators 
can exploit the fear of reputational, financial or operational harm 
a victim could suffer. Investigators also face additional challenges 
when cryptocurrency and other forms of digital payment are used for 
extortion payments [8, 9, 12].

From a legal perspective, cyber extortion may be characterized 
as the application of traditional criminal law concepts of extortion 
or criminal intimidation supplemented with provisions specific to 
technology. The classification for legal purposes depends upon the 
facts and the applicable statutes [12, 14, 27].

Online financial crimes
Online financial crimes cover a spectrum of offenses related to 

digital financial institutions, electronic payments, banking platforms, 
cryptocurrencies and online commerce [8, 9, 12].

Some of the most common are:

• “Unauthorized electronic transactions

• Internet banking scam

• Credit card / debit card fraud

• Fraud in payment apps

• Ponzi schemes and other scams

• Online shopping fraud

• Business email compromise

• Fraud involving cryptocurrency

• Money laundering online [8, 9, 12]

Digital payments have brought convenience and inclusion 
but have also opened doors for frauds. Social engineering is often 
combined with technical means to convince victims to disclose 
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authentication credentials or to authorize transactions [8, 12].

There may be a number of legal structures that could apply to 
online financial crime including: • criminal law on cybercrime; 
• ordinary criminal law; • regulations for the banking sector; • 
regulations for the financial sector; and • anti-money laundering 
legislation. Effective enforcement therefore depends on cooperation 
among law enforcement authorities, financial institutions, technology 
companies and regulatory bodies [8, 9, 12, 14].

Cyberterrorism
Cyberterrorism is most often defined as the use of computer 

systems or digital technologies in relation to activities that involve 
serious disruption, fear or damage associated with terrorism [9, 12].

Possible targets could be government systems, defense networks, 
financial infrastructure, telecommunications systems, energy 
networks, transportation systems and other critical infrastructure [9, 
12].

Cyberterrorism should be differentiated from conventional 
cybercrime because of the wider national-security implications that 
can be associated with attacks directed at critical systems or attacks 
that are intended to advance terrorist purposes [9, 12].

Under Indian law, cyberterrorism is specifically addressed in 
Section 66F of the Information Technology Act, 2000. This provision 
applies to certain conduct involving computer resources where the 
statute conditions relating to threat to the unity, integrity, security or 
sovereignty of India or intent to strike terror are satisfied [14].

The legal treatment of cyberterrorism therefore lies at the 
intersection of cyber law, criminal law, national security law and 
counter-terrorism law. The use of the word may have major legal 
consequences and must be carefully considered in light of the 
statutory definitions and evidentiary requirements [9, 12, 14].

Intellectual property-related cybercrime
Digital technologies have changed the way intellectual property 

is created, distributed, reproduced and consumed. Digital material 
can be easily copied and distributed, which has created challenges for 
copyright, trademark, patent and trade secret protection [3, 15, 28].

Cyber-enabled intellectual property crimes can include:

• Unauthorized copying and distribution of copyrighted material 
is prohibited

• Piracy of software

• Trademark Infringement on the Internet

• Trade secrets theft

• Access to confidential research or technological information 
unauthorized

• Distribution of digital content obtained illegally [3, 15, 28].

The Internet allows infringing material to be disseminated 
quickly across jurisdictions making enforcement particularly 
difficult. Infringing material can be disseminated via websites, file-
sharing networks, social media services, cloud services and other 
digital systems [4, 15, 28].

Hence, cybercrime relating to intellectual property needs co-
ordination between cyber law and intellectual property law. Legal 
responses also need to address intermediary liability, jurisdictional 

issues, electronic evidence and the need to balance the protection of 
intellectual property with legitimate uses of digital information [4, 5, 
15, 28].

Legal Framework for Combating Cybercrime 
in India

India’s legal architecture to combat cybercrime is a complex 
web of interconnected statutes, subordinate legislation, regulatory 
directions, institutional mechanisms and judicial pronouncements. 
The main legislation concerning computer related offenses and 
electronic transactions is the Information Technology Act, 2000 (IT 
Act). However, Cybercrime often overlaps with traditional offenses 
such as cheating, criminal intimidation, forgery and extortion and 
offenses against property or persons. In this respect the general 
criminal legislation also plays an important part [9, 12, 14, 27].

With effect from 1 July 2024, subject to the commencement 
provisions contained in the relevant legislation, the Indian Penal 
Code, Code of Criminal Procedure and Indian Evidence Act were 
repealed with the enactment of the Bharatiya Nyaya Sanhita, 2023 
(BNS), the Bharatiya Nagarik Suraksha Sanhita, 2023 (BNSS) and the 
Bharatiya Sakshya Adhiniyam, 2023 (BSA) respectively which, was a 
significant progress [22, 23, 27].

The regulatory framework has also expanded into areas such as 
cyber security, intermediary regulation and personal-data protection. 
Thus, the cybercrime law in India needs to be viewed as a multi-tiered 
legal architecture and not as a single statute [12-14, 20].

Information Technology Act, 2000
The Information Technology Act, 2000 is the central statutory 

framework for cyber law in India. It provides for the legal recognition 
of electronic records and electronic transactions and contains 
provisions dealing with various forms of unauthorized activity 
involving computer systems and electronic resources [14].

The Act deals with various cyber related activity including 
unauthorized access and damage to computer resources, identity 
theft, cheating by personation by using computer resources, 
violation of privacy, cyberterrorism and certain types of unlawful 
electronic publication. It also contains provisions on protected 
systems, intermediary liability, electronic evidence and cybersecurity 
institutions [14].

Several provisions are particularly relevant to cybercrimes. 
Section 43 deals with unauthorized acts in relation to computer 
systems. Section 66 deals with certain computer related offenses 
when the conduct specified in Section 43 is carried out dishonestly 
or fraudulently. Sections 66C and 66D are exclusively for identity 
theft and cheating by personation using computer resources. Section 
66F is about cyberterrorism. The Act also contains provisions on the 
intermediaries and the national cyber incident response mechanism 
[14].

The Act has therefore become an important basis for both 
prevention and prosecution of cybercrime. But its application must 
be viewed in conjunction with ordinary criminal law, procedural law, 
evidence law, the data-protection framework and sector-specific rules 
[14, 20, 22, 23, 27].

Indian Penal Code / Bharatiya Nyaya Sanhita, 2023
The Indian Penal Code, 1860 (IPC) historically provided the 

general criminal-law framework for many offenses committed 
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through digital technologies. Although the IPC was not drafted 
specifically for cyberspace, offenses such as cheating, criminal breach 
of trust, forgery, intimidation, extortion, defamation and offenses 
relating to property could apply where the relevant legal elements 
were made out [3, 9, 14].

The Bharatiya Nyaya Sanhita, 2023 came into force as India’s 
main substantive criminal law on 1 July 2024, replacing the IPC. The 
BNS specifically states that it is applicable in certain scenarios where 
the offense has been committed outside India, such as where a person 
outside India targets a computer resource situated in India [27].

This territorial provision is particularly relevant to cybercrime, 
since cybercrimes are often transnational. The BNS is not in lieu of 
a technology specific legislation but coexists with IT Act [4, 6, 9, 27].

For instance, an online fraud may be covered by provisions of 
IT Act as well as general offenses under BNS depending upon facts 
and legal ingredients involved. This overlapping framework allows 
the application of both technology-specific and generic criminal-law 
provisions [14, 27].

Bharatiya Nagarik Suraksha Sanhita, 2023
The Bharatiya Nagarik Suraksha Sanhita, 2023 (BNSS) is the main 

procedural law of criminal investigation and prosecution after the 
Code of Criminal Procedure has been replaced [23].

Its importance to cybercrime is that the investigation of cyber 
offenses entails procedures for reporting offenses, investigation, 
search and seizure, collection of evidence, examination of witnesses, 
production of evidence before courts and prosecution [9, 23].

Cybercrime investigations may involve electronic devices, online 
accounts, servers, communications records, transaction histories, and 
other digital material. Hence, procedural safeguards for collection and 
handling of such material are important to ensure that investigations 
are both effective and legally sustainable [14, 18, 19, 23].

The BNSS must therefore be read in conjunction with the IT Act 
and the BSA. The IT Act prescribes and regulates certain conduct 
relating to technology. The BNSS provides the criminal-procedural 
framework. The BSA governs the evidentiary framework applicable 
to proceedings [14, 22, 23].

5.4. Bharatiya Sakshya Adhiniyam, 2023

The Bharatiya Sakshya Adhiniyam, 2023 (BSA) is of particular 
importance to the issue of cybercrime as criminal investigations are 
increasingly dependent on electronic and digital evidence [9, 18, 22].

The BSA is the successor to the Indian Evidence Act, 1872, and 
lays down the rules of evidence that determine the relevance and 
proof of facts in judicial proceedings. The legislation interacts with 
the terminology found in the IT Act, BNSS and BNS [14, 22, 23, 27].

Digital evidence can be emails, electronic communications, 
CCTV recordings, digital photographs, computer files, server records, 
metadata, transaction records and information obtained from 
electronic devices. The evidential framework therefore has to deal 
with authenticity, integrity, reliability, preservation and production 
issues of electronic material [18, 19, 22].

The evidentiary framework is especially important in cybercrime 
prosecutions, as digital information can be copied, altered, deleted, 
encrypted or transferred across jurisdictions. Hence, successful 
prosecution depends on the proper collection, preservation, 

documentation and authentication of digital evidence [9, 18, 19, 22].

The BSA, thus, forms an important part of India’s modern 
cybercrime architecture in providing the legal architecture on which 
courts can consider electronic evidence [22, 24, 25].

Digital personal data protection framework
Cybercrime generally involves the unauthorized access, 

disclosure, misuse or compromise of personal information. Data-
protection law has thus become an important component of the 
larger digital legal architecture [7, 12, 20].

Digital Personal Data Protection Act, 2023 (DPDP Act) provides 
a statutory framework for processing of digital personal data. It 
creates obligations on those who process personal data and rights and 
protections relating to digital personal data [20].

The framework has since transformed into the Digital Personal 
Data Protection Rules, 2025. The Rules were notified by the Central 
Government in November, 2025 with phased commencement 
structure with different provisions coming into force at different 
points of time [20].

Data-protection framework is important for cybercrime as data 
breaches and unauthorized access may result in exposure of sensitive 
personal data. But data protection and cybercrime regulation serve 
different legal functions. The law on data protection is primarily 
concerned with the lawful processing and protection of personal data. 
Criminal law is concerned with conduct that is an offense. So the two 
frameworks are running in parallel [7, 14, 20].

Role of cybersecurity regulations
Cybersecurity regulation adds to criminal law by laying down 

obligations of a preventive nature and of reaction to incidents. A 
major institution in this domain is the Indian Computer Emergency 
Response Team (CERT-In) that is created under Section 70B of IT 
Act and acts as the national agency of India to respond to certain 
cyber security incidents [12, 13, 14].

In April 2022, CERT-In had issued directions on information 
security practices, prevention, response and reporting of cyber 
incidents. Among other things, the directions require certain entities 
to maintain logs of ICT systems for a rolling period of 180 days and 
produce them to CERT-In upon request [13, 14].

These requirements mark a profound change in the cyber 
regulation: the legal system is not limited to penalizing offenses ex post. 
It also seeks to enhance incident detection and reporting, information 
preservation and organizational cybersecurity preparedness [12, 13].

The other key elements of the cybersecurity regulatory landscape 
in India include intermediary-related rules and other sector-specific 
obligations. The regulatory material of MeitY currently includes the 
IT Rules, 2021, the DPDP Rules, 2025, and other digital regulations as 
part of the broader regulatory framework [13, 14, 20].

Role of law enforcement agencies
Legislation against cybercrime requires institutional mechanisms 

that can investigate technologically complex offenses. Law 
enforcement agencies are at the heart of receiving complaints, 
investigations, suspect identification, securing digital evidence, 
coordination with service providers and presenting evidence to the 
courts [9, 12, 23].

Cybercrime investigations may involve the cooperation of a 
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number of institutions, including:

• State and local police cybercrime units

• Central investigative agencies as provided by law

• CERT-India

• Financial institutions and payment intermediaries

• Internet service providers and technology firms

• Digital forensics laboratories

• Agencies of prosecution

• Courts and the judiciary

• Law enforcement and Justice authorities globally [9, 12, 18]

Another significant institutional development in India’s response 
to cybercrime is the Indian Cyber Crime Coordination Center (I4C). 
The aim is to enhance coordination among law-enforcement agencies 
and to develop the country’s capacity to tackle cybercrime [9].

In addition to statutory powers, the effectiveness of law-
enforcement depends on technical expertise, digital-forensic 
infrastructure, inter-agency coordination, timely access to electronic 
evidence and cooperation across jurisdictions. The transnational 
character of many cyber offenses also makes international cooperation 
an important part of effective investigation [4, 5, 9, 12].

Digital Evidence and Cybercrime 
Investigation

With more and more of our social, economic and governmental 
activities going digital, the nature of criminal investigations is changing. 
Digital devices and networked systems now produce information that 
can routinely establish the occurrence of an offense, identify persons 
involved, reconstruct events or establish the relationship between 
suspects and victims. Digital evidence can come from computers, 
cell phones, storage media, cloud services, network infrastructure, 
Internet services, surveillance systems and other interconnected 
technologies. Unlike many forms of conventional physical evidence, 
digital evidence is highly dynamic and can be altered, deleted, 
encrypted, accessed remotely or destroyed, often times with little 
or no physical evidence of the act. The National Institute of Justice 
describes digital evidence as “Information of probative value that is 
stored or transmitted in binary form.” This definition is broad enough 
to include evidence used not only in cybercrime investigations but 
also in conventional criminal investigations [11, 18, 19].

However, evidential value of digital information is not only 
related to its discovery, but also to its identification, acquisition, 
preservation, examination, documentation and presentation. 
Therefore, investigators must preserve and maintain the integrity 
and authenticity of digital material from the moment it is collected 
through the course of an investigation. International forensic practice 
stresses the need for documentation and preservation of activities 
concerning the seizure, examination, storage, and transfer of digital 
evidence for later review [18, 19].

Digital evidence has thus become a key intersection of technology, 
forensic science, criminal procedure, and evidence law [18, 22, 23].

Meaning and importance of digital evidence
Digital evidence is information of value for evidence or an 

investigation that is stored, processed or transmitted digitally. It may 

comprise emails, text messages, photographs, videos, documents, 
browser histories, metadata, call logs, location data, system logs, 
social-media communications, transaction records, deleted files, 
application data and network traffic. This evidence can be stored 
locally on a device, or remotely using cloud-based services and 
distributed information systems. Thus, digital evidence is not limited 
to computers and traditional storage media. Mobile phones, GPS 
devices, cameras, network devices, removable storage and Internet-
connected devices could all be potential sources [9, 18, 19].

Digital evidence is important because it can provide both direct 
and circumstantial information about criminal activity. For example, 
communication logs may document contact between people, location 
data may allow reconstruction of movements, metadata may provide 
information about the creation or modification of a file, and system 
logs may help reconstruct unauthorized access to a computer network. 
Digital evidence may also help investigators establish intent, identity, 
chronology, association and the technical method through which an 
offense was committed. The increasing use of digital devices means 
that this type of evidence is relevant not only to cyber-dependent 
crimes, but also to crimes such as fraud, harassment, organized crime, 
terrorism, financial offenses and other conventional crimes [9, 11, 18, 
19].

At the same time the evidentiary value of digital information 
is tied very closely to its reliability and integrity. Digital files can 
be duplicated with no loss of quality, but they can also be altered 
without any obvious physical trace. Therefore, investigators must 
be able to demonstrate that the material presented to the court 
sufficiently corresponds to the information originally obtained, and 
that the investigative process has not inappropriately altered it. This 
requirement makes proper acquisition, preservation, documentation 
and forensic examination essential elements of a cybercrime 
investigation [18, 19, 22].

Collection and preservation of digital evidence
Special procedures are required to collect digital evidence because 

digital information can be volatile and easily changed. The first 
responder must: (1) be able to identify potential sources of evidence, 
(2) protect the environment of interest, (3) document the condition of 
the devices, and (4) determine an appropriate method of acquisition. 
Depending on the circumstances, evidence could be recovered from 
computers, smartphones, external drives, servers, network devices, 
cloud services or any other connected systems. Improper handling at 
the initial stage can lead to alteration, loss or contamination of data 
and may later compromise its value as evidence [18, 19].

This means that preservation should be done in a way that changes 
to the original data are minimized. It is a well-established principle of 
forensic practice that examination should normally be carried out on 
a forensic copy or image and not on the original storage media itself. 
The forensic acquisition process tries to preserve the contents of the 
source whilst allowing the investigator to analyze a working copy [18, 
19].

Hash values and other integrity-checking mechanisms can also 
be used to demonstrate that an acquired forensic image is identical 
to the source material at the appropriate point in the investigation 
[18, 19]. Another important aspect of preservation is documentation. 
Investigators should document the time and place of evidence 
collection, who collected it, how it was collected, what equipment and 
software were used, and how it was stored and transferred afterward. 
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This documentation allows subsequent investigators, forensic 
scientists, prosecutors, and the courts to understand the evidentiary 
history of the material. The National Institute of Justice also stresses 
the importance of documenting activities and observations during 
forensic processing [11, 18].

In the case of evidence in cloud environments or distributed 
systems, the problem of preservation is particularly difficult. In 
such circumstances data may be located in different jurisdictions 
and may be processed or transferred through a number of different 
technological infrastructures. Cloud-based forensic processing may 
also add additional steps to the evidence handling process with added 
chain of custody and integrity concerns [4, 18, 19].

This means that at present, evidence preservation practices are 
increasingly dependent on the cooperation of investigators, forensic 
laboratories, service providers and legal authorities [4, 9, 18].

Admissibility of electronic evidence
Ultimately, the value of digital evidence for criminal prosecutions 

will depend on its admissibility in court and the value it has in 
the court room. Usually, evidence is required to satisfy relevant 
requirements about its relevance, authenticity, reliability, integrity 
and circumstances of its collection. Courts generally require evidence 
to meet these requirements. It has therefore been necessary to amend 
evidence law to accommodate material that may exist wholly in 
electronic form, due to the rapid development of digital technology 
[22, 24, 25].

The Bharatiya Sakshya Adhiniyam, 2023 (BSA) has repealed the 
Indian Evidence Act, 1872 which has come into force in India from 
July 1, 2024. The BSA provides special recognition to electronic or 
digital records. It provides that an electronic or digital record shall not 
be excluded from evidence merely on the ground that it is electronic 
or digital, if the standards required by the Act are met. Sections 61 
to 63 lay down the requisites for the admissibility of electronic and 
digital records [22].

 It is an important statutory recognition of the importance of 
electronic evidence in modern litigation and criminal justice [22].

But statutory recognition does not remove practical difficulties 
of proof. Questions may arise about the authenticity of a digital 
record, the reliability of the device or system that created it, how the 
record was acquired and whether its contents were altered during 
acquisition or subsequent processing. These are the questions that 
make forensic documentation and technical expertise so valuable. 
The forensic methodology itself can also be relevant to its reliability, 
in particular where specialized tools are used for the purpose of 
recovering, interpreting or reconstructing data. Research in digital 
forensic methods has stressed the importance of validating forensic 
tools and techniques such that their results meet applicable scientific 
and evidentiary requirements [18, 19, 22].

The issue of admissibility should thus not be considered a question 
of pure technology. It’s a combination of technical procedures and 
rules of law. Investigators therefore must collect evidence according 
to the relevant procedural requirements and forensic specialists 
must apply reproducible and appropriately validated methods. This 
intersection of law and technology remains one of the key challenges 
in the development of successful investigations of cybercrime [18, 19, 
22, 23].

Digital forensics
Digital forensics is the application of forensic principles and 

technical methods to the identification, collection, preservation, 
examination, analysis, interpretation and presentation of digital 
evidence in a manner suitable for presentation in a court of law. 
The main goal is to turn technically stored information into credible 
findings that can be used for an investigation or judicial proceeding. 
The digital forensic examination may include, but not limited to, 
computers, mobile devices, storage media, networks, applications, 
databases, cloud environments and other digital systems [11, 18, 19].

A typical forensic workflow includes seizure or identification of 
the relevant media, forensic acquisition, examination of the acquired 
data, analysis and reporting. Forensic imaging is a process that allows 
investigators to have a copy of the original media to work on. This 
reduces the chances of tampering with the original evidence [18, 19].

This examination could then include the recovery of deleted files, 
file system analysis, extraction of application data, reconstruction 
of Internet activity, examination of metadata and analysis of 
communications or system logs [18, 19].

Digital forensics can be divided into different areas such as 
computer forensics, mobile-device forensics, network forensics, 
database forensics, cloud forensics and Internet or application 
forensics. Network forensics is particularly difficult because network 
evidence may be ephemeral, distributed across many systems, and 
dependent on logs kept by independent parties [18, 19].

Similarly, cloud forensics is challenged by virtualized 
infrastructure, multi-tenancy, remote storage, data replication and 
jurisdictional boundaries [4, 18, 19].

The success of digital forensics mainly depends on the expertise 
of the forensic personnel and the accuracy of the forensic tools. As 
forensic technology continues to evolve, investigators are faced with 
larger data sets, encrypted material, proprietary platforms, ever-
changing operating systems, and sophisticated methods of hiding 
digital activity. Thus, forensic laboratories need continuous training, 
validated methods, suitable quality-control systems, and sufficient 
technological infrastructure. Digital forensic findings should also 
be reported transparently, including relevant limitations, so that 
investigators and courts can distinguish between recovered data and 
the expert’s interpretation of that data [11, 18, 19].

Chain of custody
The “chain of custody” is the term used to describe the record of 

the history of an item of evidence from the time it is first identified 
or collected through its storage, analysis, transfer and ultimate 
presentation or disposition. In digital investigations, it is important 
to maintain an effective chain of custody because the evidentiary 
significance of a digital record depends in part on demonstrating 
that it has remained sufficiently authentic and intact throughout the 
investigative process [18, 19, 22].

A proper chain-of-custody record should identify the evidence, 
document when it was collected, document the persons who handled 
the evidence, specify any transfers between persons or locations, and 
describe any examination and storage procedures that are relevant. 
For digital evidence, more data could be device identifiers, acquisition 
methods, forensic-image details, hash values, storage conditions, and 
tools used in the examination. Such records can then be used to show 
continuity and to identify any point at which questions of alteration 

http://www.weblogoa.com


Gaurav Chauhan WebLog Journal of Forensic Science and Criminology

WebLog Open Access Publications wjfsc.2026.j240113

or contamination might arise [18, 19].

When digital evidence moves through multiple technological 
environments, chain of custody becomes even more critical. For 
example, cloud-based forensic examination may increase the 
number of processing and storage steps and thereby introduce 
more opportunities for evidentiary uncertainty if such steps are not 
properly documented and controlled [4, 18, 19].

Current evidence management research also suggests that 
preservation, integrity, retention, tracking and proper handling are 
important elements of effective evidence management systems [18, 
19].

Chain of custody is thus not to be regarded as mere administrative 
paperwork. It is an important mechanism for linking the evidence 
presented in court to the material obtained initially during the 
investigation. Even where the digital information underling may 
be technically accurate, inadequate documentation can present 
challenges to authenticity and integrity [18, 19, 22].

Challenges in cybercrime investigation
The investigation of cybercrime is marked by a mix of 

technological, legal, procedural and institutional challenges. One 
of the biggest challenges is the volatile nature of digital evidence. 
Systems may de-duplicate, overwrite, encrypt, remotely modify, or 
automatically purge. Network evidence can be especially ephemeral 
so timely acquisition is critical [9, 18, 19].

Another challenge is the complexity and volume of digital data. 
Modern devices and cloud-based platforms are able to store huge 
quantities of data, which means that a detailed analysis is impossible 
within the usual timeframes of an investigation. Forensic images of 
large size can be computationally expensive and can contribute to 
forensic backlogs. Studies on more recent acquisition and analysis 
techniques have highlighted, among others, the magnitude of digital 
media and the associated processing load as major challenges for 
forensic laboratories [11, 18, 19].

Encryption and anonymization technologies add another layer 
of complexity to investigations. Strong encryption can prevent 
investigators from obtaining potentially relevant information and 
anonymity services, virtual private networks, proxy systems and 
layered network infrastructures can make attribution difficult. At 
the same time, the need to protect privacy, due process and other 
legal protections has to be balanced against investigators’ access to 
protected information [7, 9, 12, 18].

Another big problem is cross-border jurisdiction. Cybercrime 
often involves offenders, victims, infrastructure and evidence in 
different countries. One incident may have a victim in one jurisdiction, 
a suspect in another, and evidence stored in the cloud in multiple 
locations. In this case, the required evidence may be obtained through 
international cooperation, lawful requests to service providers, 
mutual legal assistance or other cross-border mechanisms. Variations 
in national legal systems may add to delays and create uncertainty 
about access, preservation and admissibility [4-6, 9].

Attribution also continues to be a major challenge. Just because 
a particular device or account was used to perform an activity does 
not necessarily identify who performed that activity. Shared devices, 
hijacked accounts, malware, spoofed identities, botnets, and other 
techniques can create uncertainty as to the person behind a digital 
act. Investigators must therefore integrate technical evidence with 

contextual and traditional evidence rather than treat a single digital 
identifier as definitive proof of identity [9, 12, 18, 19].

Finally, the fast pace of technological development raises 
ongoing new challenges for investigation. New forms and sources 
of evidence are generated by cloud computing, Internet of Things 
devices, artificial intelligence, encrypted messaging, decentralized 
technologies, and increasingly sophisticated malware. Because of this, 
investigative institutions must regularly update technical capabilities, 
legal procedures, forensic standards and personnel training [8, 9, 12, 
18].

Taken together these challenges show that effective cybercrime 
investigation requires more than advanced forensic software. 
What it needs is a holistic framework that incorporates law, digital 
forensics, evidence-management procedures, investigator training, 
international cooperation, technological expertise, and adequate 
safeguards for individual rights. The further development of such an 
integrated framework will be crucial in ensuring that digital evidence 
can be effectively converted into reliable and legally sustainable 
evidence in future cybercrime proceedings [5, 9, 12, 18, 19, 23].

Major Legal and Practical Challenges
The rapid growth of digital technologies has brought significant 

opportunities for economic activity, communication, governance 
and social interaction, but has also complicated the prevention, 
investigation and prosecution of cybercrime. Cybercrimes differ 
from conventional offenses in that they can be conducted remotely, 
span multiple jurisdictions, employ anonymous or pseudonymous 
identities, and leave evidence distributed among devices, networks 
and cloud infrastructures. These features pose challenges for law 
enforcement agencies and the courts, especially where existing legal 
structures are still organized by territory, whereas digital activities 
operate across geographical borders [4, 9, 12, 28].

Moreover, the effectiveness of cybercrime regulation does not 
depend only on the existence of legislation but also on the existence of 
investigative capacity, international cooperation, technical expertise, 
reporting mechanisms and the ability of legal institutions to adapt 
to technological change. Encryption, privacy, data protection, and 
government access to digital information all create tensions between 
public security objectives and individual rights. The major legal and 
practical challenges of cybercrime are outlined below [9, 10, 12, 18].

Jurisdictional challenges
Jurisdiction is one of the fundamental challenges in cybercrime 

regulation. Traditional criminal law is, to a large extent, territorial 
in nature, with States claiming jurisdiction over offenses committed 
in their territory or, in certain circumstances, over their citizens or 
interests abroad. Cybercrime challenges this approach because the 
location of the offender, the victim, the computer system, the data 
and the harmful consequences may all be different [4, 6, 28].

For instance, an individual could deploy a harmful program from 
one country to reach a victim in a second country, use infrastructure 
in a third country, and gather pertinent proof on a cloud-based 
platform with data centers across various jurisdictions. Thus, it can 
be a difficult question to determine which State may investigate and 
prosecute such conduct [4, 6, 9].

Digital evidence collection can be affected by jurisdictional 
uncertainty. Investigators may need to obtain data held outside of 
their territorial jurisdiction, but domestic powers of investigation 
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do not automatically extend to foreign systems or service providers. 
The Council of Europe has identified jurisdiction, international 
cooperation and electronic evidence as important elements of the 
broader cybercrime framework [5, 6, 9].

The effective regulation of cybercrime, therefore, requires legal 
tools that can resolve the conflict of territories, taking into account 
national sovereignty and procedural guaranties. Clear jurisdictional 
rules, mechanisms for international cooperation and compatible legal 
standards can add certainty to cases involving multiple jurisdictions 
[4-6].

Cross-border nature of cybercrime
Cybercrime is by its nature able to cross national borders with very 

little physical movement. An offender can target victims thousands 
of kilometers away without ever setting foot in the victim's country. 
Similarly, digital evidence can be spread over several countries, and 
the service providers involved in the investigation can fall under a 
different legal system [6, 9, 12, 28].

The cross-border nature of this poses practical hurdles to law 
enforcement agencies. Investigators may need to obtain subscriber 
information, traffic records, account information, or stored 
communications from foreign service providers. The process of 
obtaining such information may involve formal international 
cooperation procedures, which may take much longer than the 
period during which digital evidence may remain available [5, 6, 9].

Therefore, international cooperation has emerged as a key 
feature of contemporary cybercrime law. The Council of Europe 
Convention on Cybercrime (Budapest Convention) provides a 
framework for international cooperation including mechanisms for 
electronic evidence and expedited preservation of stored computer 
data. The need for further international instruments and bilateral or 
multilateral cooperation mechanisms is based on the understanding 
that domestic legislation is indispensable for the effective combating 
of cybercrime and that this cannot be done in isolation [5, 9, 12].

But differences in national criminal law, standards of evidence, 
privacy rules and powers of investigation still make cooperation 
difficult. Future frameworks therefore need to enable timely 
information sharing while preserving safeguards for sovereignty, due 
process, privacy and other fundamental rights [4, 5, 9, 21].

Anonymity of cybercriminals
The ability to conceal or disguise identity is another major issue 

in the study of cybercrime. Cybercriminals may use pseudonymous 
accounts, compromised systems, anonymization services, virtual 
private networks, proxy servers, encrypted communication platforms 
and other technologies to make attribution difficult [2, 3, 10, 12].

A digital account or device is one thing, but it’s the human behind 
it that’s another.” Technical records may connect a particular IP 
address, device or account to an action but not to the actual physical 
person who performed the action. Add in shared networks, public 
Wi-Fi, compromised devices, stolen credentials and botnets and 
attribution can get even trickier [2, 9, 10, 18].

Anonymity technologies have legitimated uses too. They can 
protect journalists, whistle-blowers, activists, victims of abuse and 
ordinary users trying to keep their privacy. Legal measures to combat 
criminal anonymity should therefore not treat privacy-enhancing 
technologies as per se criminal [3, 7, 15].

The investigative challenge then is to develop reliable attribution 
methods, not attempt to remove anonymity altogether. Effective 
attribution usually involves the combination of technical indicators 
with contextual evidence, financial information, device evidence, 
communications records and other investigative sources [2, 9, 18, 19].

Privacy and data protection concerns
Cybercrime investigations can often involve a need to access 

large amounts of personal and potentially sensitive information. 
Investigators can ask for communications, location data, financial 
records, photos, browser histories, cloud files and other forms of 
personal data. This creates an inherent tension between investigative 
needs and the protection of privacy [7, 16, 20, 21].

This problem is especially relevant as digital devices may contain 
a wealth of information about an individual’s personal, professional, 
financial, and social life. Thus, a search of a smartphone or cloud 
account may reveal information far exceeding the specific context of 
the alleged offense [7, 16].

Modern data-protection frameworks therefore emphasize 
principles such as lawfulness, purpose limitation, necessity, 
proportionality, security and accountability. For example, in 
Europe, the General Data Protection Regulation (GDPR) offers an 
extensive framework for the processing of personal data, with specific 
provisions of interest in law-enforcement contexts [21].

The Digital Personal Data Protection Act, 2023 lays down a 
statutory framework for processing of digital personal data in India, 
with specified exemptions and circumstances relating to functions of 
legal and governmental nature [20].

The issue, therefore, is not whether digital information should be 
available to investigators, but under what legal conditions it should 
be available. Cybercrime investigation needs to be done effectively, 
but also within the boundaries of proper authorization, collection, 
security, retention and accountability [7, 16, 20, 21].

Encryption and law-enforcement access
One of today’s most technically and legally complex issues 

in cybercrime investigations is encryption. Encryption protects 
information by converting data that can be understood into a form 
that cannot be easily interpreted without the correct cryptographic 
key. It is necessary for legitimate reasons such as online banking, 
private communications, business security and protection from 
cyber-attacks [7, 12, 13].

At the same time, strong encryption can block investigators’ 
access to information that may be relevant to criminal investigations. 
Law enforcement may encounter encrypted devices, messaging 
applications, storage systems or network communications where 
law enforcement is unable to access the underlying content even if 
lawfully empowered to do so [9, 12, 18].

That has raised questions about how far governments should 
require technology providers to allow lawful access to encrypted 
information. However, measures that undermine encryption could 
carry broader cybersecurity risks, as vulnerabilities introduced for 
investigatory purposes could be exploited by criminals or other 
unauthorized actors [7, 12, 13].

The question then becomes one of balancing investigative 
access against technological security - always a tricky balance. Legal 
and policy solutions increasingly cannot only see encryption as an 
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obstacle but need to take into account specific investigative tools, 
judicial oversight, technical feasibility and the consequences of 
reducing security for the general population [7, 12, 13, 9].

Rapid technological development
The pace of change in technology is testing the law on cybercrime. 

Legislative processes are often slow and new technologies, platforms, 
applications and attack techniques can emerge quickly. This may lead 
to legal structures that are out of date or do not specifically target new 
types of harmful conduct [3, 8, 10, 12].

The advancement of technology can pose new challenges for 
investigative and regulatory bodies, for example when considering 
artificial intelligence, cloud computing, Internet of Things devices, 
cryptocurrencies, deepfakes, autonomous systems and decentralized 
technologies. For example, the growing use of artificial intelligence 
can facilitate highly automated phishing, social engineering, identity 
impersonation, malicious content generation, and other types of 
cyber-enabled crime [2, 8, 9].

So does technological change that imbues evidence with meaning. 
Algorithms, connected devices, cloud platforms, distributed systems 
and more are increasingly automatically generating data. This data is 
increasingly being seen by investigators. The legislation may not have 
considered the need for technical standards for the authentication, 
interpretation and presentation of such information in court [9, 18, 
19].

This means that the cybercrime legislation must be technology 
neutral enough to apply to changing technologies, but specific 
enough to avoid ambiguity and arbitrary application. Legislative 
review on a regular basis, judicial adaptation, technical standards and 
interdisciplinary consultation may help to narrow the gap between 
technological development and legal regulation [9, 10, 12, 15].

Lack of technical expertise
“Legislation on cybercrime is effective only if institutions are 

able to enforce it. Law enforcement agencies, prosecutors, forensic 
laboratories and courts may be impacted by shortages of staff with 
particular expertise in areas like digital forensics, network analysis, 
malware investigation, cloud computing, cryptography, blockchain 
technologies and artificial intelligence [9, 12, 18].

Technical expertise is frequently absent at various points in 
an investigation. Investigators may not identify potential sources 
of digital evidence, improperly seize or preserve devices, or fail to 
identify relevant artifacts. Courts may be required to grapple with 
competing technical claims without specific knowledge of technology 
and prosecutors may have difficulty understanding complex forensic 
findings [9, 18, 19].

Training, institution-building and technical assistance have 
therefore been identified by international cybercrime capacity 
building initiatives as important components of an effective response 
to cybercrime [9, 12].

The answer to this problem is not just training, but continuous 
professional development. Because operating systems, applications, 
attack techniques, forensic tools, and data-storage architectures are 
constantly changing, cybercrime investigators and forensic specialists 
must keep their knowledge up to date. Cooperation between law 
enforcement agencies, universities, forensic laboratories, technology 
companies and cybersecurity professionals may help develop 
specialized expertise [9, 12, 18, 19].

Underreporting of cybercrime
Underreporting is another major practical obstacle. The number 

of cybercrimes known to the authorities may not be the true measure 
of victimization. Individuals and organizations may decide not to 
report incidents because they are embarrassed, fear reputational 
damage, do not know where to report, have privacy concerns, believe 
that there will be no investigative outcome or that the financial or 
other loss is too small to be worth reporting [2, 8, 9, 11].

Businesses may be especially reluctant to disclose cybersecurity 
incidents because of the possible effect of such disclosure on customer 
confidence, investor perceptions, competitive interests, or regulatory 
exposure. People may also be reluctant to report online harassment, 
fraud, identity theft or account compromise [2, 8, 11].

Underreporting has several implications. It can restrict the 
information available to law enforcement, make it difficult to detect 
trends of criminal behavior and lead to incomplete estimates of the 
prevalence of cybercrime. It can also lower the odds of spotting repeat 
offenders and organized cybercriminal networks [2, 9, 11].

There is therefore a need for accessible reporting mechanisms, 
public awareness, victim support, confidentiality and institutional 
confidence in an effort to improve reporting. Effective reporting 
systems can also help collect and analyze incident information to 
improve prevention and investigative strategies [9, 11, 12].

Difficulties in prosecution
The prosecution of cybercrime presents challenges that extend 

beyond the identification and capture of a suspect. Elements of the 
crime must be proven by the prosecutor with evidence that is often 
technically complex and may be distributed across multiple systems 
or jurisdictions [9, 10, 12].

Questions may be raised about the authenticity, integrity, 
acquisition, preservation and attribution of digital evidence and 
expert interpretation of digital evidence may be necessary. Thus, a 
prosecutor may have to present complex technical evidence in a way 
that can be understood by the judges and other participants in the 
judicial process [18, 19, 22, 24, 25].

The cross-border cases are another challenge. Evidence may 
have to be obtained from abroad and differences in procedural law 
may affect the ultimate admissibility of the evidence in domestic 
proceedings. Investigations can also struggle to get evidence quickly, 
as digital data might only be retained for a limited time, depending 
on the service provider, jurisdiction or type of information [5, 6, 9].

Another problem is the fast-changing nature of digital 
platforms. Investigators and prosecutors might encounter services or 
technologies that were not around when older laws or court decisions 
were made. This could lead to uncertainty in the interpretation of 
offenses and evidentiary requirements [10, 12, 15].

Prosecution strengthening therefore requires specialist 
cybercrime prosecutors, technically capable expert witnesses, 
clear evidential procedures, better international co-operation and 
continuous judicial education. The aim must be that technological 
complexity does not create an evidential gap between the commission 
of an offense and the ability of the justice system to prove it [9, 12, 18].

Conflict between security and individual rights
One of the most basic issues in the regulation of cybercrime is how 

to balance the rights of the individual with the rights of the public. 
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Governments have an inherent interest in staving off cyberattacks, 
investigating criminal activity, defending critical infrastructure 
and protecting national security. However, the use of expanded 
investigative powers can also affect issues such as privacy, freedom of 
expression, the confidentiality of communications, equal protection 
under the law and protection against arbitrary surveillance [7, 15, 16, 
21].

This tension is particularly evident in areas like government 
access to communications, bulk data collection, location tracking, 
compelled disclosure of information, online surveillance and 
encryption. Counter-measures to big cyber-attacks are felt beyond 
the victim, especially if they include huge data collecting or wide 
investigation powers [7, 12, 13].

Therefore, a rights-compatible cybercrime regime needs to have 
suitable legal safeguards. These may include judicial or independent 
authorization, necessity and proportionality requirements, defined 
investigative purposes, limits on data retention, security controls 
and transparency mechanisms and avenues for legal challenge. 
International human-rights principles provide an important frame 
for assessing restrictions on privacy and related rights [7, 9, 21, 16].

The challenge is not then to choose between cybersecurity and 
individual rights as mutually exclusive objectives. Good governance 
of cybercrime, in contrast, requires security measures that are lawful, 
necessary, proportionate, accountable and subject to appropriate 
oversight. This balance is especially relevant in light of the growth of 
technological capability to gather, analyze and store vast quantities of 
information about individuals [7, 15, 16, 21].

Emerging Technologies and New Cybercrime 
Challenges

The rapid growth of new technologies has fundamentally changed 
the nature, scale and complexity of cybercrime. Technologies such 
as Artificial Intelligence (AI), synthetic media, cryptocurrencies, 
Internet of Things (IoT) devices, cloud computing, and social-media 
platforms have provided significant social and economic benefits, but 
also created new opportunities for malicious actors. Current cyber 
assaults are distinct from earlier types of cybercrime based on more 
conventional techniques such as malware, phishing and unauthorized 
system access. Modern cyber assaults take advantage of automated 
systems, decentralized infrastructures, large-scale data environments 
and digitally mediated social relationships [2, 3, 8, 9, 12].

An important feature of these technologies is their dual-use 
character. The same technologies that can improve cybersecurity, 
financial inclusion, communication, healthcare, and business 
practices can also be abused for fraud, impersonation, data theft, 
extortion, surveillance, and other criminal activities. Thus, criminality 
should not be equated with technological innovation per se. Cyber 
law should concentrate on certain harmful uses, rather than impede 
legitimate technological development. The following emerging 
technologies are examples of some of the key challenges faced by 
modern cybercrime regulation [9, 10, 12, 13, 15].

Artificial intelligence and cybercrime
Artificial intelligence has become an increasing part of cybercrime 

and cyber security. Artificial intelligence systems are able to evaluate 
large data sets, detect patterns, automate repetitive tasks, generate 
text, images, audio and computer code. These capabilities can be used 
for good, for threat detection and incident response, but they can also 

make some cyberattacks easier to carry out, lowering the technical 
and financial barriers to entry [9, 8, 12, 13].

One of the greatest concerns is the use of generative AI to produce 
highly convincing phishing, fraudulent, impersonation and social-
engineering communications and materials. Phishing campaigns of 
this type frequently have linguistic or formatting cues that can tip 
off potential victims. Generative systems could be able to produce 
more personalized and contextually plausible messages, blurring 
the lines between malicious and legitimate communications. The 
European Union Agency for Cybersecurity (ENISA) has observed the 
increasing importance of AI in relation to cyberattacks and responses 
to cyberattacks [8, 9, 12].

Bad actors can also use AI to automate aspects of cyber operations. 
Automated systems can be used to support reconnaissance, 
vulnerability identification, content generation or adapting malicious 
campaigns. Meanwhile, defenders are increasingly leveraging AI 
for anomaly detection, malware analysis, automated response and 
identification of suspicious behavior. This creates an environment 
defined by a developing interaction between offensive and defensive 
uses of AI [9, 12, 13].

Legally, AI raises questions about attribution, accountability and 
intent. The artificial intelligence system's role in harmful conduct 
may be attributable to those intentionally deploying an AI system, 
the organization operating it, developers or providers in particular 
cases, or a mix of actors. The existing principles of criminal law tend 
to focus on human conduct and intent, so present challenges when 
decision-making or content generation is partially automated [9, 10, 
12, 15].

Thus, the appropriate legal response requires attention to the 
particular conduct at issue, rather than treating AI itself as inherently 
unlawful. As AI capabilities become more sophisticated, cybercrime 
legislation, AI governance frameworks, technical safeguards and 
accountability mechanisms will need to develop in tandem [9, 10, 12, 
15].

Deepfakes and synthetic media
Deepfakes are audio, video, or image content that is either 

synthetic or manipulated, and is created or altered using AI 
techniques. Developments in generative AI have increasingly enabled 
the creation of realistic depictions of people saying or doing things 
that did not actually happen. While synthetic media has beneficial 
applications in entertainment, education, accessibility, artistic 
production and other fields, malicious applications present serious 
legal and social problems [8, 9, 12].

One of the big risks is identity fraud and identity theft. Synthetic 
voice or video can impersonate family members, business executives, 
public figures or others. Such manipulation might enable financial 
fraud, social engineering, reputational attacks, and other forms of 
deception. Synthetic media can also be used to generate misleading 
information or fabricated evidence, posing problems for individuals 
and institutions trying to ascertain if digital material is genuine [2, 8, 
9, 12].

Deepfakes present a particularly challenging problem for 
evidence law, because digital content has traditionally been treated 
as potentially reliable when its provenance and integrity can be 
established. As synthetic-generation technologies become more 
accessible, systems may also need to distinguish between harmless 
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synthetic content, deceptive conduct causing identifiable harm, 
and serious criminal misuse. The mere possession of an apparently 
authentic photograph, recording, or video may provide less assurance 
concerning its origin. This development increases the importance of 
provenance, authentication, digital watermarking, cryptographic 
verification, forensic detection, and media-literacy mechanisms. Legal 
systems may also need to distinguish between harmless synthetic 
content, deceptive conduct causing identifiable harm, and serious 
criminal misuse. Broad regulation that treats all synthetic media as 
unlawful could interfere with legitimate creative and communicative 
activities [9, 10, 18, 19].

The challenge for cyber law therefore lies in creating mechanisms 
that can address harmful impersonation, fraud, and manipulation 
without unnecessarily constraining legitimate synthetic-media 
technologies [7, 9, 10, 15].

Cryptocurrency and cybercrime
The advent of cryptocurrencies and other assets based on 

blockchain technology has created new avenues for doing digital 
financial business. The decentralized architecture, worldwide 
availability and capability for peer-to-peer transactions have 
established legitimate applications in financial services and digital 
commerce. But cryptocurrencies have also become relevant for some 
types of cybercrime [8, 9, 12].

Cryptocurrency is associated with ransomware attacks, online 
fraud, money laundering, illegal markets and extortion. In a 
ransomware attack, for example, the attacker may demand payment 
in digital currencies, which may allow cross-border transactions to 
take place outside traditional banking channels. The Financial Action 
Task Force (FATF) has identified risks associated with online assets 
and stressed the need for appropriate regulatory and anti-money-
laundering measures [8, 9, 12].

However, the link between crypto and cybercrime should not be 
an excuse to believe that cryptocurrencies are inherently criminal. 
Blockchain systems can provide permanent records of transactions, 
and analytical technologies can sometimes help investigators trace 
transactions and identify relationships between addresses. Therefore, 
the same technological features that pose regulatory challenges also 
offer investigative opportunities [8, 9, 12].

One important legal issue is that of pseudonymity and attribution. 
A blockchain address doesn’t have to expose the real-world identity 
of its owner. Therefore, investigators may need to supplement 
blockchain analysis with information from exchanges, financial 
institutions, devices, communications and other sources [2, 9, 12, 18].

Cybercrime involving cryptocurrency also brings jurisdictional 
challenges, since the transactions may involve players and service 
providers in different countries. Effective regulation thus requires 
cooperation between financial regulators, law enforcement agencies, 
providers of cryptocurrency services, forensic specialists and 
international organizations [4-6, 9].

Internet of things and cybersecurity
The Internet of Things (IoT) is a general term for interconnected 

physical devices that can collect, process, transmit or receive data over 
digital networks. Examples include smart home devices, wearable 
technologies, industrial sensors, connected vehicles, medical devices 
and other networked enabled systems [9, 12, 13].

The exponential growth of IoT has led to a tremendous increase 
in the number of devices connected to digital networks. Every device 
that connects to the network may generate a new attack surface, 
especially when devices have weak authentication, missing software 
patches, insecure configurations or are not getting security updates. 
The National Institute of Standards and Technology (NIST) has 
created cybersecurity guidance that is specifically tailored to IoT 
device security and associated risks [13, 18].

Compromised IoT devices could potentially be added to botnets 
and used for distributed denial-of-service attacks and other malicious 
purposes. In some instances, attackers may seek to steal personal 
information, spy on users, manipulate connected systems or leverage 
vulnerable devices to access larger networks [8, 9, 12, 13].

The IoT also poses a distinct evidentiary challenge. Connected 
devices can generate huge amounts of information about users, 
places, activities and interactions. While this data may be valuable 
for criminal investigations, its collection also raises privacy, consent, 
ownership, retention, and evidentiary reliability questions [7, 9, 18, 
19].

The legal perspective on IoT security is a collective effort by 
manufacturers, software developers, service providers, consumers, 
regulators, and law-enforcement agencies. Security-by-design 
principles, minimum security requirements, vulnerability-
management mechanisms, software-update policies and clear 
allocation of responsibility can all help to reduce IoT-related cyber 
risks [9, 12, 13, 18].

Cloud computing and cybercrime
Cloud computing has changed the way organizations and 

individuals manage, process and access digital information. Instead 
of running all data and compute locally, users can take advantage of 
remotely managed infrastructure owned by cloud-service providers. 
This model comes with scalability, flexibility and cost benefits but also 
presents unique cybercrime and investigative challenges [9, 12, 18].

Another major issue is the distributed nature of cloud 
infrastructure. Data may be replicated across multiple servers, facilities 
or jurisdictions and users may not know the exact physical location 
of the infrastructure that processes their information. Therefore, 
investigators may encounter technical as well as jurisdictional 
problems in seeking evidence [4, 6, 9, 18].

Cloud environments may also be targeted using compromised 
credentials, misconfigured storage, insecure application interfaces, 
account hijacking, malware, and other attack techniques. If a cloud 
account is compromised, it can potentially expose large amounts of 
organizational or personal information [13, 12, 18].

Digital forensics is also complicated by cloud computing. The 
investigators may not have physical access to the underlying storage 
infrastructure and may depend on the cloud service providers to 
preserve or provide the relevant information. Different providers 
may have different logging systems and retention periods, as well as 
interfaces and procedures making standardization challenging [9, 18, 
19].

The forensic examination of cloud environments calls for careful 
attention to the data integrity, access control, provider cooperation, 
jurisdiction, logging, preservation and chain of custody. Such 
challenges highlight the need for clear legal procedures governing 
legitimate access to evidence stored in the cloud [5, 9, 18, 19].
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Social media and emerging online offences
Social-media platforms are important domains for 

communication, information exchange, commerce and social 
interaction. Their broad acceptance has also led to opportunities for 
new forms of online offending, and amplified several existing forms 
of cybercrime [2, 3, 9, 12].

Social-media platforms can facilitate social engineering, identity 
theft, impersonation, online fraud, cyberstalking, harassment, 
coordinated scams, malicious advertising and account takeover. 
Criminal actors can create fake profiles, compromise legitimate 
accounts, send malicious links, or use publicly available personal 
information on social networks to craft targeted attacks [2, 3, 8, 9].

Additional challenges are presented by the scale and speed of 
communication via social media. Harmful content can spread to large 
audiences very quickly. Automated accounts and recommendation 
systems can help spread content quickly. At the same time, platforms 
may operate in multiple jurisdictions, making it more difficult to 
identify applicable legal rules and mechanisms for obtaining evidence 
[3, 4, 6, 15].

Another issue that is emerging is the relationship between social 
media, generative AI and synthetic media. AI-generated photos, 
voices and videos can be spread on social platforms and used to 
impersonate people or create misleading stories. These technologies 
coming together emphasize the necessity of mechanisms for content 
authentication, account security, platform accountability, and digital 
literacy in general [8, 9, 12, 15].

But social media regulation should also be about freedom of 
expression and legitimate communication. Overly broad restrictions 
can affect lawful speech, political discussion, journalism, satire and 
other legitimate uses. Effective regulation must therefore draw a line 
between lawful expression and conduct that involves identifiable 
criminal harms such as fraud, threats, stalking, identity theft, or 
unlawful exploitation [3, 7, 15, 17].

International Legal Perspective
The transnational character of cybercrime has made international 

cooperation an integral part of the modern regulation of cybercrime. 
Unlike conventional crimes that can often be investigated within the 
territorial boundaries of one state, cybercrime may involve offenders, 
victims, digital infrastructure, service providers and electronic 
evidence in different jurisdictions. As a result, domestic criminal 
law alone may not be adequate to explore, prosecute and adjudicate 
complex cybercrime cases [4, 6, 9].

International regulation of cybercrime has evolved through the use 
of multilateral treaties, regional arrangements, bilateral agreements, 
mutual legal assistance mechanisms, law-enforcement cooperation 
and direct cooperation with technology and communication service 
providers. An important international framework in this development 
has been the Council of Europe Convention on Cybercrime (also 
known as the Budapest Convention). More recently, the United 
Nations General Assembly adopted the United Nations Convention 
against Cybercrime on 24 December 2024, establishing a global treaty 
framework for international cooperation and sharing of electronic 
evidence. As of September 2026, 95 states had signed the UN 
Convention and three had ratified it. It had not yet come into force, 
which requires 40 ratifications [5, 9].

International cooperation in combating cybercrime
Since the offender or their digital infrastructure is often located in 

a different place than the victim, international cooperation is essential 
in combating cybercrime. Cooperation may include exchange 
of information, preservation and transfer of electronic evidence, 
extradition, mutual legal assistance, joint investigations, coordinated 
law enforcement operations and capacity building [5, 9].

The Budapest Convention provides a basis for cooperation 
between the participating states, combining substantive criminal-
law provisions, procedural powers and mechanisms for international 
cooperation. The Convention provides a framework for international 
co-operation between parties to it and is a point of reference for 
countries in the development of comprehensive domestic legislation 
against cybercrime [5, 12].

International co-operation is also increasingly directed at 
the rapid preservation and disclosure of electronic evidence. The 
relevant data can be deleted, moved, replicated or stored in several 
jurisdictions so that traditional mutual legal assistance mechanisms 
can be difficult to apply to digital evidence. The Second Additional 
Protocol to the Budapest Convention was developed precisely to 
enhance the cooperation and disclosure of electronic evidence, with 
safeguards for human rights and data protection [5, 6, 21].

An important development at the global level is the United 
Nations Convention against Cybercrime which was adopted by 
the UN General Assembly in December 2024. The Convention 
aims to promote better co-operation between countries in the fight 
against crime committed through information and communication 
technology systems and to assist in the exchange of electronic 
evidence in cases of serious crime [9].

Nevertheless, international cooperation must be governed 
by appropriate legal safeguards. Cooperation may be affected by 
differences in country criminal law, privacy rights, procedural 
constraints and standards for gathering evidence. Harmonization 
should thus not necessarily imply a complete uniformity of domestic 
laws, but should rather allow for comparable procedures while 
respecting national legal systems and fundamental rights [5, 6, 21].

Budapest convention on cybercrime
One of the first and most important attempts to establish 

a common international legal framework for the fight against 
cybercrime is the Convention on Cybercrime, better known as the 
Budapest Convention. The Convention was opened for signature in 
2001 under the auspices of the Council of Europe and was designed 
to address offenses committed against computer systems, offenses 
committed through computer systems and the collection and 
preservation of electronic evidence. The importance of the law is 
not only the substantive criminalization it provides, but also that it 
provides for procedural mechanisms and international cooperation 
measures for investigations involving electronic evidence [5, 12].

The Convention comprises three main parts: criminalization, 
procedural powers and international cooperation. It requires 
participating States to establish offenses relating to conduct such 
as illegal access, illegal interception, data interference, system 
interference, misuse of devices, computer-related forgery and fraud 
and certain offenses involving child pornography. At the procedural 
level, it provides mechanisms for expedited preservation of stored 
computer data, preservation and partial disclosure of traffic data, 
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production orders, searches and seizures of stored computer data, 
and collection of traffic data. These mechanisms are particularly 
important because digital evidence can be deleted, altered, encrypted 
or transferred between jurisdictions within a very short time [5, 12].

One of the key features of the Budapest Convention is its 
technology neutrality. The Convention does not attempt to define 
cybercrime in terms of specific technologies but sets out legal 
principles which can be applied as technology evolves. This has kept 
it up-to-date as cybercrime has evolved from relatively conventional 
computer crimes to include ransomware, phishing, botnets, identity-
related crimes, attacks on critical infrastructure and other technology-
facilitated crime. The Council of Europe said the Convention has also 
influenced many countries that are not parties to the Convention in 
their national laws on cybercrime [3, 5, 12].

The Convention has been supplemented by two additional 
protocols. The First Additional Protocol addresses racist and 
xenophobic acts committed through computer systems and the 
Second Additional Protocol, opened for signature in 2022, deals with 
enhanced international cooperation and the disclosure of electronic 
evidence. This latter point is especially relevant when considering 
cloud computing and multinational service providers where relevant 
evidence can be found in different jurisdictions. It includes provisions 
on arrangements concerning information related to the registration 
of domain names, cooperation with service providers, emergency 
cooperation, mutual assistance and joint investigations, including 
safeguards on personal data and human rights [5, 21].

The Convention, however, is located within the larger problem 
of fragmented national sovereignty. Cybercrime investigations 
often require access to information located in another State, but 
the authority of law enforcement is usually limited by territorial 
jurisdiction. The Convention’s effectiveness therefore depends 
not only on formal treaty commitments, but also on domestic 
implementation of its provisions, institutional capacity, judicial 
cooperation and the willingness of relevant authorities and private 
sector service providers to respond to lawful requests. The ongoing 
development of the Second Additional Protocol indicates an effort 
to bridge this gap between traditional territorial jurisdiction and the 
inherently transnational character of digital evidence [4, 6].

The international legal landscape has also extended beyond the 
Budapest Convention. On 24 December 2024, the United Nations 
General Assembly adopted the United Nations Convention against 
Cybercrime, which establishes a separate multilateral framework 
for international cooperation in combating cybercrime and sharing 
electronic evidence in relation to serious offenses. As of September 
2026, the Convention had not yet entered into force. However, it is an 
important development in the continuing evolution of international 
cyber law [9].

Cross-border investigation and evidence sharing
Cybercrime crosses borders, which is a basic problem for 

traditional systems of criminal justice. An offender in one country 
can launch a cybercrime directed at a victim in another, utilize 
infrastructure located in several other countries, and produce evidence 
held by cloud or platform providers in yet another jurisdiction. 
Thus, the perpetrator, victim, infrastructure and evidence may be 
all in different locations. The geographical fragmentation makes 
jurisdiction, investigation, evidence collection and prosecution more 
difficult [4, 6, 9].

Electronic evidence is particularly difficult to obtain due to its 
volatile, distributed and private nature. Data such as IP addresses, 
subscriber information, traffic data, login records, cloud files, 
communications and transaction records may be stored outside 
the territory of the requesting State. The Council of Europe has 
acknowledged that the gathering of electronic evidence is becoming 
increasingly complicated when data is dispersed across foreign, 
multiple, changing or unknown jurisdictions [5, 6].

Mutual Legal Assistance (MLA) and other traditional modalities 
of international criminal cooperation are still important, but can lead 
to practical delays. Evidence may be disclosed by designated central 
authorities in accordance with the legal requirements of the requested 
State and on the basis of judicial or administrative authorization 
granted to an investigating authority. Such procedures may be 
difficult to reconcile with the speed at which digital evidence can be 
lost or become inaccessible [6, 9].

The Budapest Convention seeks to address this problem by 
providing mechanisms for the expedited preservation of electronic 
evidence and a wider cooperation among participating States. Its 
Second Additional Protocol is more in this direction, establishing 
mechanisms for direct cooperation with service providers in certain 
circumstances, emergency cooperation and enhanced government-
to-government cooperation [5].

Another important mechanism is the 24/7 network of contact 
points, which allows for fast communication between the authorities 
participating in investigations into cybercrime and electronic 
evidence. These networks are especially useful when an investigation 
needs to quickly secure data before the formal legal procedure for 
obtaining evidence can be finished [5, 9].

India is an important example of the challenges associated 
with cross-border evidence. India is not a party to the Budapest 
Convention but is a member of the G7 24/7 network and relies on 
instruments like Mutual Legal Assistance Treaties for international 
criminal cooperation. The Council of Europe considers the MLAT 
arrangements of India as an important channel for cooperation. 
The Information Technology Act, 2000 does not itself provide 
a comprehensive framework for international cooperation in 
cybercrime investigations [5, 9, 14].

In India, however, institutional mechanisms have developed 
to facilitate cybercrime investigation. The Indian Cybercrime 
Coordination Center (I4C) includes components of cybercrime threat 
analysis, national cybercrime reporting, joint investigation, forensic 
laboratories, training and international cooperation. The Ministry of 
Home Affairs also identifies the coordination of implementation of 
MLAT relating to cybercrime as one of the functions associated with 
the I4C framework [9, 14].

Cross-border sharing of evidence must also respect privacy, 
proportionality, due process and data protection. Quick access 
to digital information might improve investigative efficiency, but 
can also raise risks of excessive surveillance or unlawful disclosure 
of personal information. In this sense, international cooperation 
mechanisms are increasingly trying to strike a balance between the 
efficiency of investigations and safeguards for fundamental rights. 
For example, the Budapest Convention requires procedural measures 
to be operated subject to safeguards relating to human rights and the 
rule of law [5, 7, 21].
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The future of cross-border cybercrime investigation will probably 
therefore be a mix of faster legal cooperation, standardization of 
procedures, trusted communication channels, cooperation with 
technology companies, preservation mechanisms, digital-forensic 
capacity and effective human-rights safeguards. The central problem 
is not just to get more powers to investigate, but to create mechanisms 
for those powers to work lawfully across jurisdictions [6, 9, 18].

Challenges in international cybercrime regulation
International regulation of cybercrime is confronted with a 

number of structural problems stemming from the differences 
between national legal systems, the evolution of technology and the 
territoriality of criminal jurisdiction [4, 6, 9].

First, national legislation differs, resulting in regulatory 
fragmentation. Countries differ in their definitions of cybercrime, 
powers of investigation, standards of evidence, protections of 
privacy and rules governing access to communications and stored 
data. In one jurisdiction, conduct that is criminal offense may be 
treated differently in another jurisdiction. Such differences can cause 
problems in establishing jurisdiction and obtaining cooperation [10, 
6, 9].

Second, jurisdiction remains a key challenge. Traditional 
criminal law is usually based on territorial links, whereas cybercrime 
can involve several territories at once. An investigation may therefore 
involve a number of States asserting jurisdiction or alternatively 
uncertainty as to which State has the authority and responsibility to 
investigate. The problem gets more complicated when perpetrators 
deliberately use infrastructure located in various countries to conceal 
their identity and location [4, 6].

Third, electronic evidence gives rise to particular legal and 
technical issues. Digital evidence can be encrypted, spread across cloud 
infrastructure, automatically deleted, or held by service providers 
who operate under different national laws. The Second Additional 
Protocol to the Budapest Convention specifically addresses the 
growing difficulty of obtaining evidence stored in foreign or multiple 
jurisdictions [5, 18].

Fourth, differences in privacy and data-protection regimes can 
constrain evidence-sharing. States may have different requirements 
regarding the collection, processing, transfer and retention of personal 
information. Investigators must therefore reconcile the needs of 
criminal investigation with privacy and data protection obligations. 
For example, in India, the Digital Personal Data Protection Act, 2023 
creates a statutory framework for the processing of digital personal 
data and recognizes the need for both individual data-protection 
interests and lawful processing [20, 21].

Fifth, legislation often lags behind technological development. 
Artificial intelligence, deepfakes, cryptocurrency-related crime, 
ransomware-as-a-service, encrypted communications platforms, 
Internet of Things devices, autonomous systems, and increasingly 
decentralized digital infrastructure raise new investigative and 
regulatory questions. Technology-specific legislation may rapidly 
become obsolete, whereas technology-neutral legislation may 
create uncertainty as to how traditional legal concepts apply to new 
technologies [3, 8, 12].

Sixth, cooperation between governments and private technology 
firms has grown more important. Internet service providers, cloud 
companies, social-media platforms, domain registrars, financial 

institutions and other private entities hold many of the electronic 
records needed for cybercrime investigations. Thus, effective 
regulation requires mechanisms to clarify when and how such entities 
must respond to lawful requests, while protecting users’ rights [5-7].

Seventh, significant differences in institutional capacity 
remain. “Having a treaty or legal framework doesn’t guaranty good 
enforcement. States need trained investigators, prosecutors, judges, 
forensic specialists, secure infrastructure and means to preserve and 
analyze digital evidence. Capacity building is therefore an integral 
part of international regulation of cybercrime. The Council of Europe 
notes, among the ongoing benefits of participation in the Budapest 
Convention framework, capacity building [5, 9, 12].

Finally, international regulation must also balance effective 
enforcement with the protection of fundamental rights. While greater 
investigative access to communications and digital systems can help 
criminal investigations, unlimited powers can raise issues about 
privacy, freedom of expression, due process and proportionality. 
Accordingly, international cybercrime law faces a dual challenge: to 
close enforcement gaps, and to do so while preserving safeguards that 
protect the rule of law [5, 7, 21].

Comparative perspective: India and other jurisdictions
A comparative analysis of India and other jurisdictions shows 

that regulation of cybercrime has evolved through different legal and 
institutional approaches. Several jurisdictions have adopted or relied 
upon the Budapest Convention framework; India has followed a 
domestic legislative and bilateral/multilateral cooperation approach, 
without acceding to the Convention. The comparison is therefore 
useful for understanding how different legal systems deal with 
criminalization, investigation, electronic evidence and international 
cooperation [5, 6, 9].

The European approach, in particular via the Council of Europe, 
gives a strong emphasis to harmonization of substantive offenses, 
procedural investigative powers and international cooperation. 
The Budapest Convention provides a common framework, and the 
Second Additional Protocol seeks to address contemporary challenges 
relating to electronic evidence and service providers. Its technology-
neutral nature has kept it relevant as cybercrime has evolved [5, 12].

The United States has developed a robust domestic framework for 
computer-related offenses and electronic evidence while participating 
in international cooperation mechanisms on cybercrime. The 
United States was a participant in the development of the Budapest 
Convention and continues to be a Party to it. Its experience serves as 
an example of how domestic investigative powers can work together 
with the international treaty framework of cooperation and electronic 
evidence [5, 6].

Another unique model is provided by the European Union, as the 
regulation of cybercrime is embedded in a bigger supranational legal 
environment. EU Member States combine national criminal law with 
EU level measures in the areas of cybercrime, electronic evidence, 
data protection and judicial cooperation. This model demonstrates 
the possible advantages of regional legal harmonization but also 
reveals the complexity of balancing law-enforcement requirements 
with strong data-protection standards [6, 21].

India is on a slightly different path. Its primary statutory 
provisions for the regulation of cybercrime have been the Information 
Technology Act, 2000, in conjunction with other criminal, 
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evidentiary, procedural, data-protection, and sector-specific laws. 
India’s institutional architecture has also been enhanced through 
various mechanisms such as I4C, cybercrime reporting infrastructure, 
forensic capabilities and international cooperation through MLATs. 
MLATs are defined by the Ministry of Home Affairs as instruments 
providing for international assistance in investigation, prosecution, 
serving of judicial documents, execution of warrants and tracing or 
confiscation of criminal proceeds [9, 14, 20, 22, 23, 27].

One major difference is India’s position on the Budapest 
Convention. India is not party to the Convention but is a participant 
in the G7 24/7 network and has bilateral and multilateral criminal 
cooperation mechanisms [5, 9].

This gives rise to a major issue of comparison. India has 
developed domestic and bilateral mechanisms to address cybercrime, 
while the Budapest framework provides a more specifically structured 
international framework dealing with cybercrime and electronic 
evidence to participating states [5, 6, 9].

The comparison, however, takes on a new dimension because of 
the 2024 United Nations Convention against Cybercrime. The UN 
Convention was negotiated as a universal multilateral instrument. 
The Budapest Convention was conceived within the Council of 
Europe, but designed for wider accession. It is aimed at reinforcing 
international cooperation, including the exchange of electronic 
evidence, and thus may be of special significance for countries which 
are not yet party to the Budapest Convention. But the UN Convention 
had not yet come into force, as of September 2026 [5, 9].

All in all, the comparison indicates that there isn't a universally 
applicable model of cybercrime regulation. Constitutional frameworks, 
legal traditions, institutional capacities, privacy frameworks and 
international commitments vary across jurisdictions. But the major 
trend is toward more cooperation on securing electronic evidence 
and investigating cross-border offenses. The continued development 
of international frameworks, both the Budapest Convention and 
the newly adopted UN Convention, provide an important context 
for India’s future development of its cybercrime legislation and 
international cooperation mechanisms [5, 6, 9].

This comparative perspective also points to a wider problem for 
the development of cyber law. Effective regulation depends more and 
more on interoperability among national legal systems and not only 
on domestic legislation. As cybercrime becomes more geographically 
dispersed and evidence increasingly held in the cloud and under 
private control, future legal systems will need to marry jurisdictional 
clarity with rapid evidence-sharing mechanisms, technical capacity, 
international cooperation and strong safeguards for privacy and 
fundamental rights [4, 6, 7, 9] (Table 2).

Review of Existing Literature
The fast development of digital technologies and the increasing 

dependence of people, businesses, governments and critical 
infrastructure on interconnected systems have resulted in a 
significant increase in the academic literature on cybercrime and 
cyber law. Previous research is interdisciplinary and spans disciplines 
including law, criminology, computer science, cybersecurity, 
information systems, sociology, economics, and public policy. This 
interdisciplinary character is a manifestation of the complexity of 
cybercrime, which is not to be understood as a purely technological 
or legal phenomenon [2, 3, 12].

A systematic review on the legislation of cybercrime (72 studies). 
The scholarship has concentrated on the national and international 
legal framework, use of cybercrime legislation, limitations of existing 
law, and ways to reinforce legal responses. The review said cybercrime 
legislation also needs continuous development to keep pace with 
technological change [9].

More recent interdisciplinary scholarship also notes that 
cybercrime scholarship is scattered across various fields and research 
traditions, which poses challenges for the development of an 
integrated understanding of cybercrime [2, 3].

Existing literature can generally be divided into five 
interconnected areas: conceptualization and typologies of cybercrime; 
the development and effectiveness of cybercrime legislation; 
investigation and digital evidence; international cooperation and 
jurisdiction; and emerging technological threats. These themes are 
the basis for comprehending both the successes and the failures of 
contemporary cyber-law scholarship [1, 9, 11, 12].

Major themes identified in existing research
A central theme in the literature is the conceptualization 

and classification of cybercrime. There is no universally accepted 
definition of cybercrime, researchers have pointed out. Differences 
in terminology and classification cause problems for legislation, 
empirical research, statistical measurement and cross-jurisdictional 
comparison. A structured review of cybercrime definitions and 
taxonomies revealed considerable variation in the conceptualization 
and argument of cybercrime and cyberdeviance, and argued that 
greater consistency would improve both research and legal responses 
[1-3].

The second major theme is the evolution and effectiveness of 
cybercrime legislation. Previous studies tend to look at whether 
national legal systems sufficiently criminalize computer-related 
offenses and provide sufficient powers of investigation. Significant 
legislative evolution across the world is highlighted in the literature. 

Dimension India Budapest Convention framework Emerging UN framework

Primary approach Domestic legislation + international 
cooperation

Harmonised cybercrime law + 
procedural powers + cooperation

Universal multilateral cooperation 
framework

International treaty participation India has not acceded to the Budapest 
Convention

Open to accession by States meeting 
the requirements

Adopted by UN General Assembly in 2024; 
not yet in force as of Sept. 2026

Electronic evidence Domestic procedures + MLAT/cooperation 
mechanisms

Specific procedural and cooperation 
framework

International cooperation and electronic-
evidence sharing

Cross-border cooperation MLATs, 24/7 network and other 
mechanisms

Treaty-based cooperation and 24/7 
network Multilateral cooperation framework

Institutional emphasis I4C, cybercrime reporting, forensics and 
training

T-CY, 24/7 network, capacity building 
and cooperation

UN-based international cooperation and 
capacity development

Data protection/human rights Increasingly relevant through domestic legal 
frameworks

Express safeguards within Convention 
framework

Human-rights protections incorporated into 
the treaty framework

Table 2:

[5, 9, 14, 20, 21]
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By December 2025, some 97 per cent of UN Member States had 
undertaken or had reforms underway in terms of cybercrime 
legislation. But the Council of Europe says the development of 
substantive criminal law has, in general, outpaced the development of 
specific procedural powers to obtain electronic evidence [5, 9].

The third main theme is digital evidence and digital forensics. 
The evidence in cybercrime cases is usually stored electronically. 
Issues relating to acquisition, preservation, authentication, reliability, 
admissibility and chain of custody have been increasingly studied 
by researchers. Studies have shown problems with inconsistent 
technological practices, procedural safeguards that were developed 
before the widespread use of digital evidence, and inadequate 
reliability testing in some digital-forensic processes [18, 19, 22, 24, 
25].

Other research also stresses the need for standard procedures for 
the collection and processing of digital evidence [18, 19].

The fourth theme is cross-border investigation and international 
cooperation. Cybercrime commonly involves the perpetrator, victim, 
infrastructure, financial transactions and electronic evidence in 
different jurisdictions. Therefore, scholars have looked at mutual legal 
assistance, the Budapest Convention, international law enforcement 
cooperation, working with private technology companies, and cross-
border mechanisms to gather electronic evidence. Studies suggest 
that fragmented cooperation mechanisms and differences in national 
capacities may hinder effective enforcement [4-6, 9].

The fifth theme is privacy, human rights and procedural safeguards. 
The expansion of investigative powers creates an important tension 
in law: authorities require access to ever larger amounts of digital 
information, while individuals have interests in privacy, due process, 
and protection from unwarranted surveillance. Therefore, modern 
scholarship is increasingly considering the regulation of cybercrime 
as a balancing act between effective enforcement and the protection 
of fundamental rights [7, 21, 16, 17].

Finally, recent literature has started to pay more and more 
attention to emerging technologies and changing forms of cybercrime. 
Artificial intelligence, ransomware, cryptocurrencies, Internet of 
Things devices, deep fakes, automated attacks, cloud computing and 
encrypted communications have all raised new legal and investigative 
questions. A recent review of 197 cybercrime studies, across a variety 
of disciplines, found a broad range of research areas such as security 
attacks, online fraud, digital theft, cyberbullying, cyberstalking, 
cyberterrorism, online sexual exploitation, and related topics. The 
authors argue that future research needs to integrate criminological 
and information-systems perspectives better [2, 3, 8].

Areas of scholarly agreement
Although the disciplinary approaches vary, it is possible to 

identify some areas of wide agreement in the existing literature.

First, researchers agree that cybercrime is dynamic and 
continuously evolving. Technological practices evolve and the 
legal regimes built around specific technologies may fall short. 
Consequently, legislators are often asked to pass legislation that is 
sufficiently technology-neutral to encompass new types of criminal 
conduct while at the same time sufficiently specific to comply with the 
principles of legality and due process. The need for legal adaptation 
is demonstrated by the ongoing international reform of cybercrime 
legislation [9, 10, 12, 15].

Second, there is a broad consensus that domestic law alone 
cannot adequately tackle transnational cybercrime. Cybercrime 
frequently transcends national borders, but investigative power 
is largely constrained by national jurisdiction. International 
cooperation is thus repeatedly identified as a key component of an 
effective cybercrime enforcement regime. Studies of international law 
enforcement cooperation cite information sharing, capacity building, 
and public-private partnerships as critical components of an effective 
international response [4, 5, 6, 9].

Third, scholars in general recognize the importance of electronic 
evidence in contemporary criminal investigations. As common 
criminal activity becomes increasingly digitized, electronic evidence is 
not only relevant to traditionally defined cybercrime. “Digital records 
could be important in cases of fraud, organized crime, financial 
crime, terrorism, harassment and other offenses. Accordingly, there 
is a need for legal systems to have procedures to obtain, preserve, 
authenticate, transfer and present electronic evidence in court with 
the proper safeguards [18, 19, 22, 24, 25].

Fourth, there is a strong consensus on the need for capacity 
building. Legislation is not effective enforcement. Investigators, 
prosecutors, judges, forensic specialists and other relevant personnel 
require adequate technical and legal expertise. The Council of Europe’s 
review of cybercrime legislation around the world also suggests that 
many jurisdictions continue to face challenges in implementing new 
legal provisions, due to capacity constraints [5, 9, 12].

Fifth, the scholars are progressively coming to agree that 
cybercrime should be handled with interdisciplinary research. 
Cybercrime is simultaneously about technological vulnerabilities, 
criminal behavior, legal rules, economic incentives, institutional 
responses, and social consequences. Thus, recent reviews have 
argued for more integration between disciplines, rather than separate 
technological, criminological or legal analyzes [2, 3].

Lastly, there is general agreement that international co-operation 
must be accompanied by appropriate safeguards of fundamental 
rights. Faster access to electronic evidence can improve investigations 
but investigative powers must remain subject to principles such as 
legality, proportionality, privacy and procedural fairness. Research 
on digital evidence has pointed out the risk that technological 
investigation methods may pose challenges to the presumption of 
innocence and to protections for a fair trial [7, 16, 21, 22, 25].

Areas of scholarly debate
Although there is considerable agreement about the general need 

to strengthen regulation of cybercrime, scholars continue to debate 
how this should be achieved.

A major point of disagreement is the tension between 
standardization and legal diversity. Some scholarship argues for 
greater harmonization of cybercrime offenses and investigative 
procedures as significant differences between national laws may 
impede international cooperation. Others argue that legal systems 
have different constitutional structures, human rights standards, rules 
of evidence and approaches to privacy, so that complete uniformity 
may not be realistic or desirable [4-6, 9].

A second debate is about the right balance between law 
enforcement access and privacy protection. Additional investigative 
access to subscriber information, communications data, cloud 
storage and other electronic information would facilitate criminal 
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investigations. But more access brings fears of over-surveillance, 
data protection and rights. The literature is therefore mixed on the 
appropriate scope of investigative powers, and the safeguards that 
should accompany them [7, 16, 21].

A third area of debate relates to cross-border access to electronic 
evidence. Traditional mutual legal assistance procedures are often 
criticized for being slow compared to the pace at which digital 
evidence can be deleted or transferred. At the same time, proposals 
for more direct access to data held abroad raise issues of sovereignty, 
jurisdiction, accountability and the rights of affected individuals. 
In particular, scholarship on cross-border production orders has 
focused on issues of extraterritorial enforcement jurisdiction and 
safeguards for fundamental rights [4, 6, 9].

The fourth debate concerns the role of private tech firms 
in criminal investigations. Private companies, including cloud 
providers, social-media platforms, telecommunications companies, 
domain registrars and financial institutions, hold a large share of 
potentially relevant digital evidence.

One strand of scholarship advocates for stronger and faster 
cooperation between governments and service providers, while 
another emphasizes the need for clear legal authority, transparency, 
judicial oversight and protection of users’ rights [4, 5, 7, 13, 21].

Fifth, the effectiveness of existing international instruments is 
at issue. The Budapest Convention has inspired the cybercrime laws 
of many countries and remains an important international legal 
instrument. However, its development outside the United Nations 
system has led to continuing debate about its global representativeness 
and relationship with other international initiatives. The adoption of 
the United Nations Convention against Cybercrime in December 
2024 has given an additional important dimension to this debate. Its 
eventual application may provide an additional basis for international 
cooperation, but questions as to implementation, institutional 
coordination, and interaction with existing instruments remain 
topics for future scholarship [5, 9].

Another point of contention is that of technology neutral versus 
technology specific legislation. Technology-neutral laws can continue 
to be relevant as technologies change, but overly broad provisions 
can create uncertainty about what conduct is a criminal offense. In 
contrast, very technology-specific legislation can bring clarity but 
risks becoming obsolete. Hence, the literature continues to investigate 
as to how to reconcile legal certainty and technological adaptability 
[3, 10, 12, 15].

Gaps in existing literature
The field of cybercrime research has grown considerably, but 

many important gaps remain.

The first gap is the division of scholarship across disciplines. 
Cybercrime research is scattered among law, criminology, 
cybersecurity, information systems, computer science, and social 
sciences. Recent interdisciplinary reviews confirm that this 
fragmentation may hinder the integration of findings and the 
development of comprehensive theoretical models [2, 3].

The second gap is that of the empirical evaluation of cybercrime 
legislation. Much of the literature looks at what the law says, but 
considerably less research systematically evaluates whether specific 
legal provisions actually improve investigation, prosecution, 
conviction, deterrence, victim protection or international 

cooperation. “Just because there is a law doesn’t mean it is effective 
[9, 11].

Third, there is a continued absence of comparative research 
across jurisdictions, particularly in developing economies and 
countries outside the main European and North American research 
contexts. There has been substantial global legislative development 
but the implementation and institutional capacity of legal reforms 
vary widely. In its global assessment the Council of Europe notes that, 
although most States have initiated legislative reform, many still have 
difficulties in the implementation of new laws and the development of 
specialized procedural powers [5, 9].

Fourth, empirical studies on the relationship between cybercrime 
legislation and enforcement outcomes are limited. Further research 
is needed to explore how cybercrime laws are experienced by 
investigators, prosecutors, courts, service providers and victims 
in practice. This is particularly true because legal effectiveness is 
determined not only by statutory provisions but also by institutional 
capacity, technical expertise, investigative resources and judicial 
interpretation [9, 11, 12].

Fifth, digital evidence is still an important research gap. Issues 
such as reliability, authenticity, admissibility, chain of custody, 
encryption, cloud storage, artificial intelligence generated evidence, 
and automated forensic tools need to be examined on an ongoing 
basis. There are already concerns within existing scholarship about 
the reliability and procedural treatment of digital evidence, suggesting 
the need for stronger standards and empirical validation [18, 19, 22, 
24, 25].

Sixth, further research is needed to explore the relationship 
between new technologies and legal structures. AI, deepfakes, 
cryptocurrency, autonomous systems, IoT devices and increasingly 
decentralized technologies are capable of producing conduct that does 
not fit neatly into traditional legal categories. Future research should 
therefore investigate whether existing legal concepts still suffice and 
where legislative adaptation might be necessary [2, 3, 8, 15].

Seventh, there is still a need for India-specific comparative and 
empirical research. Indian cyber-law scholarship has covered the 
Information Technology Act, electronic evidence, privacy, data 
protection and institutional responses. There is, however, room for 
more integrated research connecting India’s legislative framework 
to operational enforcement, cross-border evidence sharing, 
institutional capacity and international cooperation, and emerging 
international standards. This is especially relevant in light of the 
ongoing development of international regulation of cybercrime [9, 
14, 20, 22, 23, 27].

Need for further research
The review suggests that there is a need for more research because 

the legal and technological environment surrounding cybercrime is 
changing faster than many of the existing research frameworks and 
legal mechanisms. Future research needs to go beyond identifying 
new cyber dangers and look at how legal systems are responding to 
these threats in practice [2, 9, 12].

First, there is need of conducting empirical assessments of 
cybercrime legislation in future research. Such research could 
investigate prosecution outcomes, judicial decisions, investigation 
timelines, evidentiary challenges, conviction patterns, and 
cooperation outcomes. Comparative empirical studies can provide 
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more robust evidence of which legal mechanisms work well in 
different institutional conditions [9, 11].

Second, researchers need to develop more interdisciplinary 
models of cybercrime and cyber law. A mixture of legal analysis 
and criminology, cybersecurity, digital forensics, economics and 
behavioral research might provide a more complete picture of why 
cybercrime occurs and how legal interventions influence offenders, 
victims, technology providers and enforcement agencies. Recent 
systematic reviews have explicitly identified interdisciplinary 
integration as a key direction for progress in cybercrime research [2, 
3].

Third, more attention should be paid to cross-border electronic 
evidence. Future research should explore whether existing mutual 
legal assistance mechanisms and new international cooperation 
frameworks offer sufficiently fast, reliable and rights-compliant access 
to digital evidence. This is particularly important given the increasing 
internationalization of cloud services which makes it ever more 
difficult to determine the geographical location of evidence [4-6, 9].

Fourth, greater research is needed on the relationship between the 
enforcement of cybercrime and fundamental rights. Future research 
should consider how privacy, data protection, freedom of expression, 
due process and proportionality can be incorporated into cybercrime 
investigations without unduly restricting legitimate law enforcement 
activity [7, 16, 17, 21].

Fifth, there is a need for more research on emerging technologies, 
especially artificial intelligence and generative AI. AI will create new 
opportunities for cybercrime and new tools for detection, attribution, 
investigation and prevention. Research should therefore not only 
focus on the illegal use of AI but also on the legal consequences 
of the use of AI-based tools within the framework of cybercrime 
investigations [2, 12, 18].

Sixth, comparative studies between India and other jurisdictions 
will add significantly to the literature. Such studies could compare 
legislative structures, powers of investigation, rules of electronic 
evidence, institutional arrangements, mechanisms for international 
cooperation and judicial approaches. This would help identify areas 
where India’s framework has evolved differently from international 
models and opportunities for further legal and institutional 
development [5, 9, 14, 22, 23, 27].

Finally, future research should focus on the implementation 
gap between legislation and practice. The global legislative picture 
shows that many countries have adopted or are developing laws on 
cybercrime. However, legislative adoption does not necessarily mean 
that there is an effective enforcement capacity. This disparity is visible 
in the 2025 assessment by the Council of Europe, which reported that 
134 States had mostly substantive cybercrime provisions in force, but 
only about 54% had mostly specific procedural powers for obtaining 
electronic evidence in force [5, 9].

Hence, the future research agenda should shift from a 
predominantly law-making perspective to an implementation-and-
effectiveness perspective. This means looking not only at the language 
of cyber laws, but how they are applied in real investigations, 
how courts interpret them, how electronic evidence is dealt with, 
international cooperation and the protection of rights throughout [9, 
11, 12].

Future Directions and Recommendations
The analysis above has demonstrated that the evolution of 

cybercrime has persistently challenged the ability of legal and 
institutional frameworks to respond to technological change. 
Cybercrime is no longer limited to conventional computer-related 
crimes; it is increasingly linked to artificial intelligence, ransomware, 
cryptocurrencies, cloud infrastructure, internet of things devices, deep 
fakes, automated attacks and transnational criminal networks. At the 
same time, electronic evidence that may be relevant to cybercrime 
and ordinary criminal investigations is increasingly dispersed across 
jurisdictions and managed by private technology providers.

Hence, the future development of cyber law should be 
multidimensional, combining legislative adaptability, international 
cooperation, technological capability, institutional capacity, and 
protection of fundamental rights. The Council of Europe’s global 
cybercrime legislation assessment points to significant legislative 
progress and persistent implementation gaps. As at the end of 2025, 
134 States had substantive cybercrime provisions largely in place, but 
only around 54% of States had specific procedural powers largely in 
place for securing electronic evidence.

The future development of cyber-law should therefore go beyond 
the creation of new offenses and focus increasingly on the effective 
implementation, enforcement and adaptation of existing laws to 
emerging technologies.

Strengthening cybercrime legislation
A key priority for the future is the continued strengthening and 

modernization of national cybercrime legislation. Cybercrime laws 
must specify the prohibited conduct precisely but must also be flexible 
enough to technological developments. Legislation that is overly 
dependent on technology may soon become obsolete, while overly 
general provisions may lead to uncertainty about the boundaries of 
criminal liability.

Future legislative reforms should therefore focus on clearly 
defining offenses such as unauthorized access, data and systems 
interference, computer-related fraud, identity-related offenses, cyber-
enabled financial crime, ransomware and misuse of technological 
infrastructure. But legislation must at the same time draw a clear line 
between legitimate security research, authorized penetration testing, 
academic research and genuine criminal conduct.

Another significant arena is the development of procedural 
powers for electronic evidence. Lawful means for preserving, 
searching, obtaining and analyzing digital evidence are becoming 
more and more necessary for criminal investigators. The global 
legislative assessment of the Council of Europe shows that the 
substantive criminalization is developing faster than procedural 
legislation regarding electronic evidence.

Therefore, legislative reform must take into account not only 
what constitutes cybercrime but also how cybercrime can be lawfully 
investigated. Reform should include adequate judicial oversight, clear 
authorization requirements, proportionality safeguards, preservation 
mechanisms, and rules on the authenticity and admissibility of 
electronic evidence.

India should ensure that the strengthening of cybercrime 
legislation includes an ongoing assessment of the relationship 
between the Information Technology Act, 2000, reforms in criminal 
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law, provisions on electronic evidence, data-protection legislation 
and sector-specific regulatory regimes. Improved coherence between 
these legal instruments could alleviate ambiguity and improve 
enforcement.

Crucially, legislative reform needs to be seen as an ongoing process 
rather than a one-off intervention. The Council of Europe specifically 
notes the need for ongoing development of cybercrime legislation in 
view of the changing technological and criminal context.

Improving international cooperation
The transnational nature of cybercrime necessitates international 

cooperation. A cyber-attack can involve an offender in one country, 
victims in another, infrastructure in a number of jurisdictions and 
electronic evidence in the hands of a service provider subject to the 
laws of another country. Consequently, the traditional territorial 
concepts of criminal jurisdiction become increasingly difficult to 
apply to cybercrime.

Faster mechanisms for evidence preservation, information 
exchange, mutual legal assistance, joint investigations, extradition 
and cooperation with service providers should be used to enhance 
international cooperation. One such development is the Second 
Additional Protocol to the Budapest Convention, which creates 
mechanisms for enhanced international cooperation and disclosure 
of electronic evidence.

Further strengthening of the establishment and effective 
operation of 24/7 contact networks should also be undertaken. Timely 
communication between law enforcement agencies is particularly 
critical in cybercrime investigations, because data may need to be 
preserved immediately.

The adoption of the United Nations Convention against 
Cybercrime in December 2024 is another important development. 
The Convention establishes a universal multilateral framework 
for international cooperation against certain crimes committed by 
means of information and communications technology systems and 
for the exchange of electronic evidence relating to serious crime. As 
of 30 September 2026, it had not yet entered into force and its treaty 
status showed 95 signatories and three parties.

Future research and policymaking should therefore investigate 
the interaction of the UN framework with existing instruments like 
the Budapest Convention and regional and bilateral cooperation 
mechanisms. Where possible, international frameworks should 
encourage interoperability and minimize duplication of process as 
opposed to creating overlapping or contradictory systems.

For India, strengthening international cooperation could mean 
increasing bilateral and multilateral cooperation, improving the 
efficiency of mutual legal assistance procedures, strengthening 
participation in international cybercrime networks and developing 
clearer institutional mechanisms for obtaining electronic evidence 
located outside India.

Strengthening digital forensic capabilities
With the growing importance of electronic evidence, digital 

forensics has become an integral part of the modern criminal justice. 
Digital evidence may be gathered from computers, mobile phones, 
cloud platforms, network appliances, vehicles, IoT systems, monetary 
systems, and other interconnected technologies. NIST notes that 
digital evidence may be involved in most types of crime and the 

importance of the secure acquisition, storage and analysis of such 
evidence.

Future developments should therefore be directed to enhancing 
digital forensic laboratories, forensic software, procedures for the 
preservation of evidence, specialized personnel and mechanisms of 
quality assurance. Investigators need training to handle encrypted 
devices, cloud environments, cryptocurrency transactions, mobile-
device evidence, large-scale datasets, and more sophisticated 
manipulated or synthetic digital content.

It is also necessary to standardize. Forensics are different. 
Different procedures can affect the reliability and admissibility of 
evidence. Common standards should cover:

• Collection and preservation of electronic evidence

• Chain of custody and documentation;

• Forensic imaging and analysis;

• Authenticity and verification of integrity;

• Cloud & remote-storage evidence;

• Mobile device forensics;

• Digital evidence that is AI-generated or manipulated; and

• Forensic reporting and expert testimony

The use of artificial intelligence can also help forensic 
investigations by processing large quantities of information, detecting 
patterns, anomalies, and aiding the analysis of evidence. However, 
AI-assisted forensic tools themselves must be validated, transparent, 
auditable and have appropriate oversight by humans.

For developing countries, building stronger digital-forensic 
capacity should also mean investing in laboratories, regional forensic 
centers, specialized training and access to modern investigative tools. 
Without this infrastructure, legislative expansion may not result in 
better prosecution outcomes.

Capacity building for law-enforcement agencies
The effectiveness of cybercrime legislation depends on the ability 

of law enforcement agencies, prosecutors and courts to understand 
and apply it. A technologically sophisticated statute cannot yield 
effective results if investigators do not have the technical know-
how to identify offenses, preserve evidence, trace digital activity and 
present evidence before courts.

Capacity building should therefore be a continuous aspect of 
cybercrime policy. Law-enforcement personnel shall be trained in:

• Cybercrime investigation,

• Collection of digital evidence;

• Digital forensics;

• Cryptocurrency and blockchain investigations;

• Ransomware probe;

• open-source intelligence;

• Distributed infrastructure and cloud computing;

• Cybercrime AI;

• Electronic evidence law;
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• International cooperation mechanisms and (b)

• Human rights and privacy protections

Training should not be restricted to police investigators. 
Prosecutors, judges, forensic experts, regulatory officials and legal 
practitioners also need specialized knowledge, as cybercrime 
cases frequently involve highly technical evidence and complex 
jurisdictional questions.

Also, institutional capacity should include specialized cybercrime 
units, clear coordination mechanisms, secure information sharing 
infrastructure and access to technical experts. India’s establishment 
of the Indian Cybercrime Coordination Center (I4C) illustrates the 
importance of institutional coordination to address cybercrime at the 
national level.

International capacity-building programs should also focus on 
jurisdictions where legislative reforms have outstripped institutional 
implementation. The Council of Europe has stressed the need for 
capacity building so that practitioners are able to apply new legislation 
on cybercrime and electronic evidence effectively.

Protection of privacy and fundamental rights
While the enforcement of cybercrime is reinforced, fundamental 

rights should be protected. Enhanced investigatory powers can 
give law enforcement agencies access to more communications, 
devices, location information, subscriber data, financial records and 
cloud-based information. However, if not subject to adequate legal 
safeguards, such powers may also give rise to risks to privacy and 
other fundamental rights.

Thus, future legislation on cybercrime should be guided by the 
principles of legality, necessity, proportionality, judicial oversight, 
transparency, accountability and due process. The powers of 
investigation must be sufficiently precise to enable arbitrary or 
disproportionate use to be avoided. There is also a role for data-
protection frameworks. India has the Digital Personal Data Protection 
Act, 2023 that lays down a statutory framework for processing of 
digital personal data. Future cybercrime policy should consider 
the relationship between data-protection needs and legitimate law 
enforcement needs in an effort to ensure coherence between the two.

And human-rights safeguards also matter for international 
cooperation. When electronic evidence is transferred across borders, 
questions may be raised about the privacy protections available in the 
receiving jurisdiction, the purposes for which data can be used, the 
periods of retention, and remedies available to affected individuals.

Thus, security and rights should not be seen as mutually exclusive 
objectives in future cyber law. A sustainable legal framework 
should seek to facilitate effective investigation, whilst ensuring that 
investigative powers remain subject to appropriate safeguards. The 
Council of Europe also emphasizes that legislation on cybercrime 
must respect standards of human rights and rule of law so as to 
prevent abuse.

Addressing AI-enabled cybercrime
One of the most important emerging issues in the regulation 

of cybercrime is artificial intelligence. Artificial intelligence is able 
to scale, speed and make more sophisticated malicious activity. 
Automation could help criminals create convincing phishing content, 
find vulnerabilities, customize attacks to specific targets, create 
deceptive material, and automate parts of cybercrime operations.

At the same time, artificial intelligence can also assist in the 
prevention and investigation of cybercrime. Machine-learning 
systems can analyze large datasets, identify anomalous behavior, help 
to detect threats and can help in the analysis of electronic evidence. 
The Council of Europe has identified AI in particular as affecting the 
threat environment and investigation and prosecution of cybercrime.

The regulatory challenge is therefore not just to criminalize 
“AI crime”. Where AI is used as a tool, existing offenses should 
apply and legal structures should determine how this is done. 
Where autonomous or semi-autonomous systems are involved, 
responsibility should be attributed and safeguards should govern the 
use of AI by investigators.

Specifically, research should investigate:

• AI-based phishing and social engineering;

• Automated vulnerability exploits;

• Creation of AI-assisted malware;

• Identity impersonation and deepfakes;

• Synthetic evidence and altered digital content;

• Financial fraud assisted by AI;

• Autonomous cyber-attack systems;

• Attribution of AI- aided criminal activity; and

• The use of AI for cybercrime detection and digital forensics

Likewise, recent work by NIST on AI-agent security indicates 
that AI agents bring new security risks and that existing cybersecurity 
practices may need to be adapted to address these risks.

Therefore, future cybercrime legislation must adopt a harmful 
conduct and accountability approach, rather than attempt to regulate 
each individual Artificial Intelligence (AI) technology. This can 
reduce the risk that legislation becomes out of date due to rapid 
technological development.

Development of technology-neutral laws
The development of technology-neutral legislation is one of the 

most important strategic directions of cyber law. Technology-neutral 
laws are expressed in terms of prohibited conduct, harm, and legal 
principles, not specific technological products or platforms.

This is particularly valuable, since technological change may 
outpace legislative processes. Laws written for a specific platform, 
communications technology or device can become obsolete as 
that technology is replaced. Legislation based on principles such as 
unauthorized access, unlawful interception, data interference, fraud, 
identity misuse and intentional disruption, in contrast, can remain 
applicable across technological environments.

One of the examples of the value of a relatively technology-neutral 
approach is the Budapest Convention. It creates categories of conduct 
and procedural powers that can be applied as technology evolves. The 
Convention is a framework for criminalization, procedural powers, 
electronic evidence and international co-operation, and has inspired 
domestic legislation in many countries according to the Council of 
Europe.

However, the principle of legal certainty must be balanced against 
technology neutrality. The criminal law must include prohibitions 
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on certain conduct that are sufficiently clear so that individuals can 
reasonably know the limits of criminal liability. Technology-neutral 
provisions that are too broad may give rise to uncertain or overly 
broad interpretations [3, 10, 15].

So, a balanced approach should be a combination of:

• Technology-neutral descriptions of the underlying criminal 
conduct;

• Technology-specific regulations where really needed;

• Periodic review of legislation

• Judicial guidance and interpretative rules,

• Flexible procedural rules in relation to electronic evidence and

• Measures to protect fundamental rights [5, 9, 10, 15, 21].

This would enable legislation to accommodate technological 
innovation, without having to develop a new criminal statute each 
time a new technology is developed [10, 15].

Conclusion
The rapid development of digital technologies has changed the 

nature, scale and geographical scope of criminal activity. Cybercrime 
has been a somewhat traditional crime of unauthorized access and 
computer systems, but the phenomenon has become complex and 
ever evolving, encompassing ransomware, online fraud, identity 
related crime, attacks against critical infrastructure, cryptocurrency 
related offenses, cloud-based systems, artificial intelligence, deepfakes 
and other emerging technologies. This has been a persistent problem 
for legal systems, as technological innovation typically moves faster 
than the processes of law creation, implementation and enforcement 
[3, 8, 9, 12, 28].

The review shows that the evolution of cyber law has been a 
continuous process of adjustment to these technological and criminal 
developments. International instruments have increasingly focused on 
harmonizing offenses, strengthening investigative powers, facilitating 
the collection of electronic evidence and improving cooperation 
between jurisdictions. “National legislation has really picked up. 
The Budapest Convention has been crucial in creating a framework 
for international cooperation, and the 2024 adoption of the United 
Nations Convention against Cybercrime represents another step 
toward a more complete multilateral approach. However, differences 
in national legal systems, institutional capacities, evidentiary 
standards and approaches to privacy remain challenges to effective 
implementation [5, 9].

One of the main findings of this review is that the existence 
of cybercrime legislation does not guaranty effective control of 
cybercrime. The legal structures are only as good as the presence 
of specialized investigators, prosecutors, judges, forensic experts, 
technological infrastructure, proper procedural mechanisms and 
effective international cooperation. The gap between criminalization 
of substantive criminal offenses and the procedural means for 
obtaining electronic evidence is a constant reminder that the focus 
is not only on the formulation of laws but also on their effective 
enforcement. This emphasizes the need for a constant analysis of the 
effectiveness of existing legal provisions in real investigations and 
criminal proceedings [9, 11, 12].

“Cross-border cooperation and electronic evidence are still major 

challenges in modern cybercrime enforcement,” the review further 
says. Cybercrime often crosses borders and relevant evidence may 
reside in cloud platforms, service providers, financial institutions and 
other technological infrastructure across different countries. In such 
situations, the normal procedures and time limits for mutual legal 
assistance arrangements may not apply. There is a growing demand 
for improved ways of preserving evidence, sharing information, 
working with technology providers, and cooperating internationally. 
Such mechanisms must, at the same time, be carried out in accordance 
with the established principles of legality, proportionality, privacy 
and due process [4-7, 9, 21].

Another important conclusion is the future of cyber law is linked 
to the protection of fundamental rights. The extension of investigative 
powers and access to digital information can improve the ability of 
authorities to investigate cybercrime, but excessive or insufficiently 
regulated powers can pose risks to privacy, data protection, freedom 
of expression and procedural fairness. Hence, the most appropriate 
cyber law framework should be one that balances the need for 
effective law enforcement with the need for protection of individual 
rights. Cybersecurity and fundamental rights are not necessarily 
contradictory objectives, but should be seen as complementary 
elements of a legitimate and efficient legal framework [7, 16, 17 21].

The review also points to artificial intelligence and other new 
and emerging technologies as important topics for continuing legal 
and academic attention. Artificial intelligence can be an enabler of 
new types of cybercrime but it can also be a provider of tools for 
detection, prevention, investigation and digital forensics. Deepfakes, 
cryptocurrencies, Internet of things devices, cloud computing and 
increasingly automated cyberattacks pose similar challenges. Progress 
such as this demonstrates the necessity for cybercrime legislation 
to be flexible enough to adapt to technological innovation whilst 
retaining legal certainty [2, 3, 8, 12, 18].

An important future direction in this respect is the development 
of legislation that is technology-neutral. Laws that are based on broad 
categories of harmful conduct - such as unauthorized access, unlawful 
interception, data interference, fraud and intentional disruption - are 
more adaptable to technological change than those that are too closely 
linked to specific devices or platforms. However, the technology 
neutrality should be complemented with clear definitions, procedural 
safeguards and judicial oversight so as to avoid over interpretation 
and to maintain the principle of legality [3, 5, 10, 15].

The literature reviewed in this paper also identifies several 
important research gaps. Existing scholarship has produced a 
considerable amount of theoretical and doctrinal analysis, but 
more empirical research is required to evaluate the actual efficacy of 
cybercrime legislation, mechanisms for international cooperation, 
digital forensic procedures and institutional responses. There is also a 
need for more comparative research, especially with India and other 
jurisdictions with different legal traditions and levels of technological 
and institutional capacity. Interdisciplinary research on law, 
criminology, cybersecurity, digital forensics, computer science and 
public policy may offer a more holistic understanding of cybercrime 
and its regulation [2, 3, 9, 11].

With regard to the ongoing digitalization of society, development 
of an effective cyber-law framework is particularly important for 
India. Therefore, strengthening legislation should be accompanied 
by improvements in institutional coordination, digital-forensic 
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capabilities, specialized training, international cooperation, 
procedures for electronic evidence and protection of privacy and 
fundamental rights. India’s experience also shows the larger problem 
many jurisdictions face: legal systems have to keep pace with 
technological development while respecting constitutional principles 
and international standards [14, 16, 20-23, 27,].

Ultimately, the development of cyber law should be viewed 
as a continuing process, rather than a finished legislative project. 
As technologies, economic models, communication systems and 
patterns of digital behavior evolve, so too will cybercrime. Therefore, 
legal systems must contain mechanisms for continuous review, 
evidence-based reform, international cooperation, capacity building 
of institutions and protection of rights. The future success of cyber 
law will not only be contingent upon the number of laws passed 
but also on the effective implementation of those laws, consistent 
application across jurisdictions and responsible adaptation to the 
emerging technological realities [9-13].

Therefore, cybercrime needs to be addressed in a multidimensional 
and international way, combining solid legislation, effective 
enforcement, sound digital forensics, cross-border cooperation, 
technology expertise and strong protection of fundamental rights. 
Such an approach can provide a more resilient basis for addressing 
existing and emerging forms of cybercrime, while also ensuring that 
the development of digital security is consistent with the principles 
of justice, accountability, privacy and the rule of law [5, 7, 9, 12, 18, 
21, 29-50].
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